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Introduction
Public libraries are a source of trust for patrons. They serve as a space for building com-

munity and supporting patrons in their thirst for knowledge. They allow patrons to gather 
information about various topics without fear that their research and identities will be shared 
with outside parties, such as law enforcement. For patrons researching immigration, book 
bans, or other currently politically polarized topics, their trust in libraries and library services 
hinges, in part, on the assurance that their library records and identities are kept confidential.

In the context of artificial intelligence (“AI”), fear of the disclosure of research inqui-
ries is especially potent. Current library privacy laws are insufficient to regulate the vastly 
developing digital landscape. They fail to afford patrons the necessary protections against 
data collectors. Without updates to patron privacy laws, patrons will suffer First and Fourth 
Amendment harms, and the relationship between libraries and patrons will deteriorate. 

With the expansion of the internet, information that would ordinarily be protected 
under existing patron privacy laws can now be more easily accessed as a result of people’s 
online activity. These risks grow exponentially as patrons interact with artificial intelligence 
on library devices under the assumption that their inquiries about books and other library 
materials would be held to the same confidentiality standard as would these same interactions 
with a member of library staff. Although the confidentiality of online data will likely vary 
from state to state as patron privacy laws are revisited and revised, state legislators must clar-
ify and expand the applicability of patron privacy laws to modern technology. 

By failing to update patron privacy laws in accordance with modern technology, leg-
islators risk damaging the relationship of trust that libraries have built with their patrons. 
State legislators have the responsibility to protect their constituents and the relationships they 
have with public institutions. By expanding protections and adapting patron privacy laws to 
the evolving world, legislators would only be reinforcing ideas and values that already exist. 
Similarly, companies who interact with libraries have a responsibility to update their privacy 



	 Library Patron Privacy in the Age of  Artificial Intelligence	 41

policies to ensure that the data being shared with them is protected. By making the necessary 
updates and working in tandem, legislators, companies, and libraries can guarantee increased 
protection of patron privacy and affirm patron trust in the library system. 

This Memorandum provides a detailed overview of all fifty states’ patron privacy laws 
and their applicability, or lack thereof, in the context of rapidly developing AI technology. 

Factual Background

What constitutes AI is complicated and constantly developing. The term “AI” generally 
refers to “computer systems that can perform complex tasks normally done by human-reason-
ing, decision making, creating, etc.”1 The most well-known form of AI, both generally and in 
the library context, is generative AI. Generative AI uses algorithms trained on a large data set 
including text, audio, or visual data.2 Using that data, the algorithm then creates new text, 
image, or audio outputs based on user instruction.3 The program engages in what is known 
as ‘machine learning’: A computer ‘trains’ on large amounts of data in order to ‘learn’ how 
to act in future situations without additional programmer intervention.4 By processing large 
amounts of data, the computer system is subsequently able to ‘figure out’ what to do when 
it is prompted with something similar in the future by examining its data set.5 Its data set is 
constantly growing, and each output ‘teaches’ the model something new about what to do.6 

In the context of public libraries, AI offers seemingly boundless opportunities. Libraries 
have already begun to incorporate AI into their daily operations.7 It can serve as a trouble-
shooting or brainstorming tool.8 The possibilities and uses range from “categorization and 
cataloguing, library management tasks like staffing and decision-making, library services like 
referencing and information service and information literacy.”9 It also increases productivity 
for patrons: It can reformat papers, summarize sources, create spreadsheets, and even offer up 
its own list of sources or help workshop ideas.10 As a productivity tool for patrons and staffers 
alike, AI’s efficiency cannot be understated. 

Third-party vendors with whom libraries frequently contract are also incorporating AI 
into their business models. Most libraries offer access to digital services like e-books, liter-
ary databases, online news sources, and other online archives.11 Most of these services have 

1	 What is Artificial Intelligence?, NASA, https://www.nasa.gov/what-is-artificial-intelligence/ (last visited Nov. 11, 
2025).

2	 Susan Jenkins & Borui Zhang, The role of AI in library services, Elsevier (Feb. 7, 2024), https://www.elsevier.com/
connect/the-role-of-ai-in-library-services.

3	 Id. Language-based generative AI assists in summarizing, revising, translating, or developing new texts, while 
image or sound-based generative AI can be applied to create illustrations, data visualizations, or synthesized 
music. Id. Multi-modal generative AI algorithms use text to create images. Id.

4	 Alec Peters, Machine Manipulation: Why an AI Editor Does Not Serve First Amendment Values, 95 U. Colo. L. Rev. 307, 
313 (2024).

5	 Adam Zewe, Explained: Generative AI, MIT News (Nov. 9, 2023), https://news.mit.edu/2023/
explained-generative-ai-1109.

6	 Id. 
7	 Emily Udell, The World of AI, Am. Librs. (Mar. 1, 2024), https://americanlibrariesmagazine.org/2024/03/01/

the-world-of-ai/.
8	 Id. 
9	 See Sanjay Kumar Jha, Application of artificial intelligence in libraries and information centers services: prospects and chal-

lenges, Libr. Hi Tech News 1 (2023).
10	 Interview with Gary Price (Oct. 31, 2025); Nick Tanzi, How Can AI Be Used in Libraries?, The Digi. Libr. (Jan. 23, 

2025).  
11	 Interview with Gary Price (Oct. 31, 2025). 
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https://americanlibrariesmagazine.org/2024/03/01/the-world-of-ai/
https://americanlibrariesmagazine.org/2024/03/01/the-world-of-ai/
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already or will soon incorporate some form of AI into their platforms.12 These companies are 
using AI to process user data, better predict wait times, and even provide patrons with sug-
gestions and recommendations for books and other media based on their previous activity.13 
Because the AI model can make suggestions from a broader data set than a human can com-
prehend or synthesize, the incorporation of AI into these online services can assist librarians 
where they may lack specific knowledge or recommendations.

However, while AI might serve as a useful tool for libraries and their patrons, it may 
place libraries, library personnel, and patrons at risk. AI models have a tendency to reinforce 
and amplify biases in its data set.14 It may plagiarize or violate copyright law.15 It might give its 
user false information or sources and citations that do not exist.16 It can generate low-quality 
literature, lurking in libraries’ digital catalogues, through which librarians must constantly 
sort.17 Some argue that AI has endangered—or even replaced—critical thought altogether.18 

Perhaps most concerning are the privacy risks AI might create for libraries and their 
patrons. Currently, patron privacy relies on good behavior from companies, rather than good 
lawmaking from legislators. There is no federal privacy statute, and state patron privacy laws 
leave several gaps for accessing patron data through third parties. This leaves libraries vul-
nerable where they rely on a third-party vendor to assist with library services or operations. 
For example, libraries typically use third-party services for e-books, rather than operating 
their own.19 In the absence of meaningful changes to state privacy laws, libraries must rely 
on the vendors’ privacy policies and hope that these third-party vendors do not disclose their 
patrons’ confidential information.20 

However, most AI companies lack meaningful privacy protection21 and generally do not 
engage in any sort of data collection minimization.22 AI has become almost ubiquitous, even in 
the library context—it exists in things as mundane as Microsoft Office.23 In order to function 

12	 Matt Enis, AI on the Horizon, Libr. J. (Aug. 5, 2024), https://www.libraryjournal.com/story/ai-on-the-horizon.
13	 OverDrive, Libby & Artificial Intelligence, LibbyApp.com (last visited Nov. 11, 2025), https://about.libbyapp.com/

policies/artificial-intelligence.  
14	 Laura Crossett & Jeanie Rose Halperin, Hoopla’s Content Problem: Strange, Skewed Results Still Dominate Catalog, 

LibraryFutures.net (Aug. 12, 2024), https://www.libraryfutures.net/post/hooplas-content-problem; Emily 
Udell, The World of AI, Am. Librs. (Mar. 1, 2024), https://americanlibrariesmagazine.org/2024/03/01/
the-world-of-ai/.  

15	 Crossett, supra note 14.  
16	 Id. 
17	 Emanuel Maiberg, AI-Generated Slop is Already in Your Public Library, 404 Media (Feb. 4, 2025), https://

www.404media.co/email/7a1109dd-e6cd-46ac-be2f-a6d6461fc2ff/?ref=daily-stories-newsletter. 
18	 Carrie Smith, Information Literacy for the ChatGPT Age, Am. Librs. (June 25, 2023),  https://

americanlibrariesmagazine.org/blogs/the-scoop/information-literacy-chatgpt// 
19	 Catherine E. Ferri, Book Banning Goes Digital: Libraries Suspending Their E-Book Services and the Complications It Poses 

for First Amendment Doctrine, 27 Stan. Tech. L. Rev. 127, 145 (2024).
20	 See, e.g., OverDrive, Privacy Statement, LibbyApp.com (last accessed Nov. 11, 2025), https://about.libbyapp.com/

policies/privacy-statement.
21	 See, e.g., OpenAI, Privacy Policy, OpenAI.com, https://openai.com/policies/row-privacy-policy/ (admitting that 

OpenAI will sell data to data brokers) (last visited Nov. 11, 2025).  
22	 Data Minimization, Epic.org, https://epic.org/issues/consumer-privacy/data-minimization/ (last visited Nov. 

11, 2025). Indeed, engaging in data minimization is antithetical to the AI business model, which requires data 
retention in order to expand and improve the AI models. OpenAI, How your data is used to improve model per-
formance, OpenAI, https://help.openai.com/en/articles/5722486-how-your-data-is-used-to-improve-model-
performance (Nov. 1, 2025).

23	 Matt Enis, Next Gen AI: Libraries Work with ChatGPT and Other Emerging AI Tools, Libr. J. (Jan. 8, 2024), https://
www.libraryjournal.com/story/next-gen-ai-libraries-work-with-chatgpt-and-other-emerging-tools. 
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and continue to learn and grow, AI requires data. It gets that data in part from its users.24 
When users provide the model information in the form of prompts, the AI model incorporates 
that data back into its data set in order to respond more effectively to other users.25 Without 
policy changes from either AI companies or states, there exists a real danger that incorporat-
ing AI into libraries will drastically reduce (if not totally destroy) patron privacy, and it will 
do so with the help of libraries’ own staff and patrons. 

Also contributing to a surge of concerns surrounding AI is a lack of AI literacy, both 
within communities and amongst library staffers. Library staff, unless they have a specific 
interest, generally lack the technological literacy to ethically interact with AI models. 26 
There is no continuing education requirement, which means librarians may not receive ade-
quate technological training during their education and lack the structure or incentive to 
augment their education later on. In situations where IT responsibilities fall to the librarians 
due to lack of staffing or funding, this gap in knowledge means that librarians do not know 
how to protect themselves or their patrons.27 

Without AI literacy, librarians in turn lack the capability to educate the public on eth-
ical AI usage. In order to avoid unnecessary privacy risks, patrons need AI literacy training.28 
Broadly speaking, the population lacks a basic understanding of what AI is and how they 
should be using it.29 When they do interact with these tools, they might not be aware of what 
they are doing or the full capabilities of the product.30 They might accidentally trust false 
or misleading information created through AI hallucinations.31 Absent training, patrons risk 
their constitutional right to privacy by divulging sensitive or otherwise privileged information 
to a third-party AI vendor. 

Making efforts to close this AI literacy gap might help improve libraries’ public percep-
tion. Generally speaking, people rely less and less on libraries with each subsequent year.32 
However, while in-person visits have continued to decline, there is an increase in attendance 
in library programming.33 Moreover, libraries already serve as a hub for general digital liter-
acy training.34 This suggests that libraries that shift focus to developing programs to educate 
their community on AI specifically would be serving a growing community purpose.35 Some 

24	 See, e.g., OpenAI, supra note 21.  
25	 Id. 
26	 Interview with Gary Price (Oct. 31, 2025). 
27	 Ashley Mowreader, Report: Defining AI Literacy for Librarians, Inside Higher Ed (Feb. 10, 2025),  https://

www.insidehighered.com/news/student-success/academic-life/2025/02/10/how-librarians-can-engage-
generative-ai (“[AI] literacy is critical both for professional development of library staff to integrate tools into 
library services as well as community engagement, empowering librarians to guide and educate others on how 
to interact with AI systems.”). 

28	 Id. (AI literacy is the “ability to understand, use, and think critically about AI technologies and their impact on 
society, ethics and everyday life”). 

29	 Zach Hrynowski Heartland Gen Zers Feel Unprepared to Use AI at Work, Gallup (May 7, 2025), https://news.gallup.
com/poll/660302/heartland-gen-zers-feel-unprepared-work.aspx. 

30	 Interview with Gary Price (Oct. 31, 2025).
31	 Emanuel Maiberg, AI-Generated Slop is Already in Your Public Library, 404 Media (Feb. 4, 2025), https://

www.404media.co/email/7a1109dd-e6cd-46ac-be2f-a6d6461fc2ff/?ref=daily-stories-newsletter.
32	 Use of Public Libraries, Am. Acad. of Arts & Scis, https://www.amacad.org/humanities-indicators/public-life/

use-public-libraries (last visited Nov. 11, 2025).
33	 Id. 
34	 New Public Library Technology Survey report details digital equity roles, Am. Libr. Assoc. (July 9, 2024), https://www.

ala.org/news/2024/07/new-public-library-technology-survey-report-details-digital-equity-roles. 
35	 Id. 
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library advocates argue that AI programming will help keep libraries relevant, which in turn 
will keep them funded and existing.36 

Libraries now find themselves in a unique (but not unfamiliar) position within their 
communities. They have the opportunity to serve as a demystifying force, a source of tech-
nological literacy for the public.37 But embracing that new role cannot come at the expense 
of patron privacy. This Memorandum will serve as a comprehensive tool for advocating for 
meaningful change from state legislators, library-related vendors, and library personnel. It 
surveys all 50 states’ and the District of Columbia’s patron privacy protections, discusses the 
gaps in federal law that endanger patron privacy in the AI context, and concludes with several 
policy recommendations. In doing so, this Memorandum aims to allow libraries to survive, 
not flee, the AI boom. 

Most States Have Enacted Library Privacy Laws To Protect Confidential 
Patron Information

Most states have a statute designed to protect library patron privacy and to ensure 
the confidentiality of library records. The following section is a comprehensive survey of 
all fifty states, as well as the District of Columbia, and their respective patron privacy laws. 
With the exception of Kentucky and Hawaii, each of these states protects library patron pri-
vacy through statutory law. In Kentucky, the Attorney General has memorialized guidance 
regarding the confidentiality of library patron records in two opinions.38 Similarly, the State 
of Hawaii Office of Information Practices encapsulates Hawaii’s patron privacy guidance in 
an opinion letter.39 This section will outline the patron privacy laws currently enacted in 
Southern, Northeastern, Mid-Atlantic, Midwestern, Mountain, and Pacific states and the 
extent to which they are successful in achieving their purported goal. 

What Information Is Considered Private?

Generally, under state privacy provisions, circulation and registration records are pri-
vate information, and therefore confidential. While the exact definition of what constitutes 
a registration or circulation record may vary depending on the state, these terms are used 
to describe records pertaining to the lending of library books, documents, or other mate-
rials which can be traced to a specific library patron. Some state library privacy laws define 
confidential records in a way that protects a broader range of materials. In Tennessee, for 
example, confidential library records include “documents[s], record[s], or other method[s] 
of storing information retained by a library that identif[y] a person as having requested or 
obtained specific materials from such library.”40 Other states apply very precise language in 
defining what materials are protected from disclosure. In Arkansas, confidential records are 
“documents or information in any format retained in a library that identifies a patron as having 
requested, used, or obtained specific materials, including, but not limited to, circulation 
of library books, materials, computer database searches, interlibrary loan transactions, ref-
erence queries, patent searches, requests for photocopies of library materials, title reserve 

36	 Interview with Gary Price (Oct. 31, 2025).
37	 Matt Enis, AI and the Public, Libr. J. (Nov. 11, 2024), https://www.libraryjournal.com/story/ai-and-the-public. 
38	 See 81 Ky. Op. Att'y Gen. 159; see also 82 Ky. Op. Att'y Gen. 149. 
39	 See generally OIP Op. Ltr. No. 90-30.
40	 Tenn. Code Ann. § 10-8-101 (2024).

https://www.libraryjournal.com/story/ai-and-the-public
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requests, or the use of audiovisual materials, films, or records,” thereby specifically including 
computer use.41 

How and When Can Private Information Be Disclosed?

States generally allow for the disclosure of confidential patron information in at least 
one of two ways. 

First, states will often permit disclosure when a library patron gives the library written 
consent to disclose their own registration and circulation records. In states where the statute 
does not expressly permit disclosure to a minor patron’s parent or guardian, for example, 
libraries may require consent by the minor patron to give the parent or guardian permission 
to access information contained in the minor patron’s registration or circulation records. 

Second, states generally permit disclosure to law enforcement or an attorney when the 
library is presented with either a court order, subpoena, or warrant. Several states also autho-
rize the disclosure of a minor child’s confidential records to that child’s parents or guardians. 
Library disclosure, even inadvertently, of records pertaining to vulnerable populations like 
children and other marginalized communities, is of particular concern when evaluating the 
harms resulting from privacy violations. If third parties and law enforcement are allowed 
access to confidential information of any library patron, but especially of vulnerable popula-
tions, they can use this information for dangerous purposes, including placing queer or trans 
children in unaccepting families in danger or subjecting patrons of color to violent federal 
immigration enforcement.42 Patron privacy laws also generally permit disclosure for the pur-
pose of research and planning. The use of artificial intelligence can increase efficiency in this 
area. Despite this, when evaluating the current effectiveness of their state library patron laws, 
state legislatures must consider how easily information can be reidentified if shared with an 
AI company. By taking consideration of advancing technology into account when revising and 
developing patron privacy laws, state legislatures can ensure greater protection of personal 
data.

The sections below discuss each state and their individual library patron privacy pro-
tections in greater detail, as well as case law interpreting these provisions.

Alabama
In Alabama, “registration and circulation records and information concerning the use 

of the public, public school, college and university libraries of [the] state” are confidential.43 
“Registration records”  refer to “any information which a library requires a patron to provide 
in order to become eligible to borrow books and other materials.”44 “Circulation records,” 
comparatively, include “all information which identifies the patrons utilizing particular books 
and any other library materials in any medium or format.”45 Patron information is generally 

41	 Ark. Code Ann. § 13-2-701 (2024).
42	 In Texas, a private company, Bookmarked, is using Senate Bill 13 (a book regulation law passed under the guise 

of protecting students from harmful content) to its advantage to market its business model as a company that 
“flag[s] potentially problematic material from thousands of titles and give parents direct insight into their chil-
dren’s reading choices.” See Bayliss Wagner, ‘Antivirus for libraries’: How a Texas startup is capitalizing on school book 
bans, Express News (Nov. 17, 2025, 9:42AM),  https://www.expressnews.com/politics/article/texas-school-
bookmarked-book-ban-software-21065847.php.

43	 Ala. Code § 41-8-10 (2024).
44	 Ala. Code § 41-8-9 (2024).
45	 Id.

https://www.expressnews.com/politics/article/texas-school-bookmarked-book-ban-software-21065847.php
https://www.expressnews.com/politics/article/texas-school-bookmarked-book-ban-software-21065847.php
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confidential, with exceptions for disclosure to “(a) the library which manages the records; 
(b) the state education department for a library under its jurisdiction when it is necessary to 
assure the proper operation of such library; or (c) the state Public Library Service for a library 
under its jurisdiction when it is necessary to assure the proper operations of such library.”46 
Alabama’s library privacy law further gives permission for parents of a minor child to inspect 
registration and circulation records related to their child.47 Likewise, libraries may release or 
use statistics developed from de-identified registration and circulation records for the pur-
poses of research and planning.48

Libraries or library systems, in implementing their individual privacy policies, should 
deliberately consider what “research and planning” means in this context. A library may wish 
to disclose de-identified statistics about what books patrons are checking out to an artificial 
intelligence company for the purpose of using the company’s technology to plan what new 
books the library should buy for its catalogue. In doing so, the library may argue that it is 
abiding by the law. However, libraries should intentionally evaluate the implications of this 
type of information sharing, as de-identified data can be reidentified with the right tools.49

In 2014, the Attorney General of Alabama issued an opinion in a child pornography 
case considering whether a library is permitted to produce patron registration records to law 
enforcement if library staff have knowledge of a patron committing a crime on library prop-
erty.50 The guidance set forth by the opinion turns on legislative intent: The Attorney General 
found that “the Legislature did not intend to restrict library personnel from using registration 
records to report patrons who commit specific criminal offenses on library property to law 
enforcement authorities. A contrary reading would leave the library with no recourse when 
faced with criminal conduct.”51 Because “child pornography websites can only be accessed 
after circumventing the web-filter restrictions placed on the web-browser by the library and 
violating the library’s internet-usage policy,” they should not be categorized as library materi-
als protected as confidential circulation records under the state’s privacy statute.52 For patrons 
interpreting this opinion and determining whether their internet use is classified as library 
materials, this would mean that patrons must be aware of the library’s internet usage policy 
and the details within it.

Under Alabama guidance, a patron who has intentionally or unintentionally violated 
the library’s internet-usage policy opens their internet activity to access by law enforcement 
and other third parties to whom the library wishes to disclose. In the context of a potential 
suit involving generative artificial intelligence, this guidance suggests that if a patron were to 
use the AI model in an effort to seek or generate obscene content or information considered 
to be in violation of library policy, there is the possibility that if a third party were to request 
the information, the library would classify the records as non-confidential in consideration of 
the above Attorney General opinion. This also leaves open or unclear what would happen if 
law enforcement simply sought the records from the AI company absent some sort of abuse.

46	 Ala. Code § 41-8-10 (2024).
47	 Id.
48	 Id.
49	 Lea Kissner, Deidentification versus anonymization (June 18, 2019), https://iapp.org/news/a/de-identification​

-vs-anonymization/.
50	 2014-092, Ala. Att'y Gen. Op. (2014) at *1.
51	 Id. at *2.
52	 Id.

https://iapp.org/news/a/de-identification-vs-anonymization/
https://iapp.org/news/a/de-identification-vs-anonymization/
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Arizona
Arizona’s patron privacy law is notable for including e-books.53 Arizona does not 

allow disclosure of user records, including e-books, that “identifies a user of library services 
as requesting or obtaining specific materials or services or as otherwise using the library.”54

Arizona provides four ways of disclosing records. First, records may be disclosed if they 
are necessary for the reasonable operation of the library.55 Second, records may be disclosed 
on written consent of the user.56 There is a question of whether such consent includes agreeing 
to terms by AI companies. Finally, records may be disclosed through court order or other 
law.57 However, this protection may not be available for laws like the Patriot Act that do not 
go through the traditional judicial system.58

Alaska
In Alaska, “the names, addresses, or other personal identifying information of people 

who have used materials made available to the public by a library shall be kept confidential.”59 
The section applies to all types of public libraries.60 While Alaska protects personal informa-
tion of patrons, the statute does not mention whether circulation records will be protected. 
The library records can be made available through court order.61 Parents or guardians can 
also access their child’s library records in public elementary or secondary school libraries.62

Arkansas
In comparison to other state library privacy laws in the Southern region, Arkansas’s 

definition of confidential information is very specific. Under the statute, “library records 
which contain names or other personally identifying details regarding the patrons of [the 
library] shall be confidential and shall not be disclosed except as permitted [under the stat-
ute].”63 Confidential library records are “documents or information in any format retained 
in a library that identifies a patron as having requested, used, or obtained specific materi-
als, including, but not limited to, circulation of library books, materials, computer database 
searches, interlibrary loan transactions, reference queries, patent searches, requests for pho-
tocopies of library materials, title reserved requests, or the use of audiovisual materials, films, 
or records.”64

Because the text of the statute specifies that confidential library records must relate to 
the materials that a patron has “requested, used, or obtained” in the library, the term “com-
puter database searches” would likely refer to online databases that allow patrons to look for 

53	 Ariz. Rev. Stat. Ann. § 41-151.22 (2024).
54	 Id. at § 41-151.22(A).
55	 Id. at § 41-151.22(B)(1).
56	 Id. at § 41-151.22(B)(2).
57	 Id. at § 41-151.22(B)(3)-(4).
58	 See PATRIOT Act, Elec. Priv. Info. Ctr., https://epic.org/issues/surveillance-oversight/patriot-act/ (last vis-

ited Nov. 20, 2025).
59	 Alaska Stat. § 40.25.140(a) (2024).
60	 Id.
61	 Id.
62	 Id.
63	 Ark. Code Ann. § 13-2-703 (2024).
64	 Id. at § 13-2-701.

https://epic.org/issues/surveillance-oversight/patriot-act/
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specific books or for librarians to checkout books on behalf of a patron. “Computer database 
searches,” therefore, would likely not refer to the use of any website by a patron or librarian, 
such as a non-library “owned” website, or non-library artificial intelligence platform, such as 
ChatGPT. An artificial intelligence program developed and operated by the library to assist 
patrons locate or checkout books, however, would likely fall under the definition of “com-
puter database searches.” Alabama libraries who adhere to this guidance must conspicuously 
display their internet-usage policies so that patrons understand the potential consequences 
of their internet use and engagement with artificial intelligence technologies. Using specific 
language in the statute allows for greater privacy protection for library patrons. However, 
language concerning the use of artificial intelligence and other digital technologies must be 
included in the statute to ensure that patrons have clear guidance about what information is 
protected.

A library in Arkansas may disclose personally identifiable patron information to “(1) the 
patron; (2) any person with the informed, written consent of the patron; a law enforcement 
agency or civil court, under a search warrant; or (4) any person, including without limitation 
the patron, who has received an automated telephone notification or other electronic com-
munication for overdue materials or reserve materials if the person making the request can 
verify the telephone number or email address to which the notice was sent.”65 The statute also 
permits disclosure of confidential records to the parent or legal guardian of a patron who is 
a minor child.66 As was the case in Alabama, libraries may release or use statistics developed 
from de-identified registration and circulation records for the purposes of research and plan-
ning.67 Lawmakers must clarify what it means to release patron information for the purposes 
of “research and planning.” By intentionally revising patron privacy statutes, legislators can 
prevent exploitation of “research and planning” provisions and restrict widespread sharing 
of patron information with data brokers and artificial intelligence companies. Without clar-
ification, libraries and librarians may be able to permissibly disclose otherwise confidential 
information to AI platforms.

Violators of statute are considered guilty of a misdemeanor and will be fined no more 
than two hundred dollars, punished by a jail sentence of no more than thirty days, or both, 
or punished by “a sentence of appropriate public service or education, or both.”68 Arkansas is 
unique because it states that information obtained in violation of this law cannot be admitted 
as evidence in any trial or hearing.69 This may motivate law enforcement to comply with the 
provisions and get an appropriate court order so that any evidence gathered is admissible in 
court.70

California
California has a dedicated statute for library records.71 Unlike other states, California 

refers to library records as “patron use records.”72 The records include “[a]ny written or elec-

65	 Id. at § 13-2-704.
66	 Id.
67	 Id. at § 13-2-705.
68	 Id. at § 13-2-702.
69	 Id. at § 13-2-706.
70	 See James Huff, Patron Confidentiality, Millennium Style, 30(6) Am. Librs 86, 88 (1999), https://www-jstor-org.

gt-law.idm.oclc.org/stable/25637206?sid=primo&seq=2.
71	 Cal. Gov't Code § 7927.100, .105 (West 2024).
72	 Id. at § 7927.105(a).

https://www-jstor-org.gt-law.idm.oclc.org/stable/25637206?sid=primo&seq=2
https://www-jstor-org.gt-law.idm.oclc.org/stable/25637206?sid=primo&seq=2


	 Library Patron Privacy in the Age of  Artificial Intelligence	 49

tronic record that is used to identify a library patron and is provided by the patron to become 
eligible to borrow or use books and other materials,”73 including, but not limited to, “a 
patron’s name, address, telephone number, or email address.”74 By including the phrase “not 
limited to,” California is prepared for a wide variety of records that can potentially be traced 
back to the patron when modern technology can reidentify a patron with limited data.75 
Patron use records also include a patron’s borrowing information or use of library infor-
mation resources.76 Again, California provides specific examples, which includes but is not 
limited to, “database search records, borrowing records, class records, and any other person-
ally identifiable uses of library resources, information requests, or inquiries.”77 “Information 
requests” is an interesting language, because it potentially covers use of third parties like AIs 
or search engines by patrons, preventing companies from using the third-party doctrine to 
access records.

Like other modern statutes, California ensures that its law covers electronic record or 
transaction of patron use records,78 making sure that the statute is relevant in the digital age. 
By being comprehensive with its definition, the statute serves as a clear guide to patrons in 
showing what records are confidential. This ensures that third parties like AI companies do 
not take advantage of any blurred boundaries of the definition to access records that they do 
not have the right to. The section also makes it clear that patron use records do not include 
statistical reports of patron use or records of fines collected by a library.79 This weakens 
patron privacy against AI companies because statistical reports can be traced back to individ-
uals using modern technology.80 Not applying confidentiality to fines also means that e-book 
vendors can potentially access records when dealing with their overdue materials.

Patron use records may be disclosed to a person acting within the scope of their duties 
for the administration of the library or if the person is authorized in writing by the patron.81 
Records may also be disclosed via court order.82 California also has exceptions to records that 
are disclosable. Library circulation records kept for the purpose of identifying the borrower 
of items are not required to be disclosed, but this exception does not apply when it deals with 
“records of fines imposed on the borrowers.”83

Colorado
Colorado prohibits disclosure of “any record or other information that identifies a 

person as having requested or obtained specific materials or service or as otherwise having 
used the library.”84 Records may be disclosed under four instances. First, they may be dis-
closed when it is necessary for the reasonable operation of the library.85 While the law does 

73	 Id. at § 7927.105(a)(1).
74	 Id.
75	 See De-Anonymization: What It is, How It Works, How it’s Used, Investopedia (Oct. 15, 2022), https://www.

investopedia.com/terms/d/deanonymization.asp.
76	 Cal. Gov't Code § 7927.105 at (a)(2) (West 2024).
77	 Id.
78	 Cal. Gov't Code § 7927.105(a)(1)-(2) (West 2024).
79	 Id. at § 7927.105(b)(1)-(2).
80	 See De-Anonymization, supra note 5.
81	 Cal. Gov't Code § 7927.105(c)(1)-(2) (West 2024).
82	 Id. at § 7927.105(c)(3).
83	 Cal. Gov't Code § 7927.100(a)-(b) (West 2024).
84	 Colo. Rev. Stat. § 24-90-119(1) (2024).
85	 Id. at § 24-90-119(2)(a).

https://www.investopedia.com/terms/d/deanonymization.asp
https://www.investopedia.com/terms/d/deanonymization.asp
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not specify what falls under “reasonable operation,” it is likely that this provision involves 
studying or evaluating circulation of materials like other states. Such activities are necessary 
in order to ensure libraries operate smoothly and serve patrons. However, there is a danger 
of third-party vendors using this exception, should a court consider them to be a part of the 
library ordinarily subjected to the patron privacy requirements. Next, records may also be 
disclosed upon written consent of the user.86 Third-party vendors might solicit this consent, 
including it as a condition for agreeing to their terms of use.

Third, records may be disclosed through subpoena, court order, or where otherwise 
required by law.87 Finally, a custodial parent or legal guardian may access the records of the 
minor.88 The statute specifies that the access is done online, which means it is vulnerable to 
access by AI companies. The law discourages violation of disclosure requirements by clarify-
ing that such violation by “any library official, employee, or volunteer” is a civil infraction that 
can be punished by a fine of not more than three hundred dollars.89 The effect of the penalty 
is limited by the fact that it does not include third parties, such as law enforcement or AI com-
panies. The fine may also be too small to act as a real deterrent.

The Colorado legislature has demonstrated hostility to expanding their understand-
ing of what constitutes library records in the context of privacy. In Brookhart v. Reaman, the 
Colorado Court of Appeals held that the identity of a public library book challenger cannot be 
disclosed.90 The court expanded “service” in the privacy law beyond patrons of the library to 
also include book challengers who sought to have books banned.91 Such expansion would bode 
well for protecting patron privacy in the context of third-party vendors, as it indicates that 
any record that is tangentially related to libraries might be grounds for protection and that 
Colorado courts are open to expanding their understanding of the library-patron relationship 
in the context of patron privacy.

However, after Brookhart, the Colorado legislature reversed the appellate court decision 
by amending the law to clarify that a written request for reconsideration of a library resource 
is not a protected library user record.92 Colorado’s reversal suggests that while courts might 
be open to a more liberal understanding of terminology, the legislature might be hostile to 
suggestions to amend or expand its patron privacy statute.

Connecticut
In Connecticut, library records that can be used to “identify any library user, or link 

any user to a library transaction, regardless of format, shall be kept confidential[.]”93 As an 
example, Bloomfield Public Library specifies that patron email addresses and phone num-
bers are categorized as confidential records.94 Libraries may disclose ordinarily confidential 

86	 Id. at § 24-90-119(2)(b).
87	 Id.
88	 Colo. Rev. Stat. § 24-90-119(2)(d) (2024).
89	 Id. at § 24-90-119(3).
90	 Brookhart v. Reaman, 541 P.3d 624, 632 (Colo. App. 2023).
91	 Id. at 631.
92	 Colo. Rev. Stat. § 24-90-119(4) (2024).
93	 Conn. Gen. Stat. § 11-25(b)(1) (2024).
94	 Privacy Policy, Bloomfield Pub. Libr., https://bplct.org/wp-content/uploads/2023/05/doc_policy_

privacypolicy2023-05-09.pdf (last visited Oct. 17, 2025).

https://bplct.org/wp-content/uploads/2023/05/doc_policy_privacypolicy2023-05-09.pdf
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records, however, to officers, employees, and agents of the library as needed to effectuate 
operation of the library.95

Although “agent” is not defined, it is worth considering whether this term would 
include AI agents that have been adopted by libraries to facilitate efficiency in completing 
library tasks. Without clarifying what it means to be an agent of the library, libraries may 
be permitted to share confidential patron information with AI agents or bots and potentially 
the AI company at large. While the statute ensures the confidentiality of library records and 
related personally identifying information “regardless of format,”96 libraries must recognize 
the vulnerability of the digital services they provide, as they may not be able to guarantee 
the same level of privacy with data transmitted over the internet as they would with physical 
records within the library.

Libraries and librarians may only release confidential patron information to third par-
ties in accordance with a court order or with written consent from the library patron to 
whom the information pertains.97 Connecticut libraries may publish or make publicly avail-
able “statistical reports regarding library registration and use of library materials,” as long as 
the reports do not contain personally identifiable information, although information can be 
reidentified with the use of AI.98

Delaware
The provision discussing library patron privacy in Delaware is included in the section 

of the state’s code pertaining to Delaware’s Freedom of Information Act. Delaware code 
defines “public records” as “information of any kind, owned, made, used, retained, received, 
produced, composed, drafted or otherwise compiled or collected, by any public body, relat-
ing in any way to public business, or in any way of public interest, or in any way related to 
public purposes, regardless of the physical form or characteristic by which such information is 
stored, recorded or reproduced.”99 Comparatively, non-public records include “any records of 
a public library which contain the identity of a user and the books, documents, films, record-
ings or other property of the library which a patron has used[.]”100

While the definition of non-public records does not explicitly include the use of AI, 
presumptively, any records the library makes relating to a patron’s use of artificial intelli-
gence or of a particular computer within the library would be considered confidential if that 
information was also linked with “the books, documents, recordings or other property of the 
library which a patron has used[.]”101 Concern about disclosure of patron use of AI is further 
mitigated if the library adopts a strict data minimization policy.

District of Columbia
In the District of Columbia, “[c]irculation records maintained by the public library 

in the District of Columbia which can be used to identify a library patron who has requested, 
used, or borrowed identified library materials from the public library and the specific material 

95	 Conn. Gen. Stat. § 11-25(b)(1) (2024).
96	 Conn. Gen. Stat. § 11-25(b)(1) (2024).
97	 Id. at § 11-25(2).
98	 Id. at § 11-25(4).
99	 Del. Code Ann. tit. 29, § 10002(o) (2024).
100	 Del. Code Ann. tit. 29, § 10002(o)(12) (2024).
101	 Id.
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that patron has requested, used, or borrowed from the public library, shall be kept confiden-
tial, except that the records may be disclosed to officers, employees, and agents of the public 
library to the extent necessary for the proper operation of the public library.”102 Libraries may 
disclose such confidential records to officers, employees, and agents of the library to effectu-
ate proper operation of the library.103

Libraries may not disclose these records to a third party unless the patron gives writ-
ten consent or the library is presented with a court order.104 This provision, however, does 
not prohibit the library from “disclosing relevant information on a library patron to the 
Corporation Counsel of the District of Columbia or legal counsel retained to represent the 
public library in a civil action.”105 The D.C. Public Library’s privacy policy contains a provi-
sion related to third-party security.106 In this provision, the library articulates that it “ensures 
that its contracts, licenses, and off-site computer service arrangements reflect its policies and 
legal obligation concerning user privacy and confidentiality.”107 Further, the library recog-
nizes that “[s]ome library users may choose to use electronic communication services from 
the library [...] via e-mail,” however, the library has “limited ability to protect the privacy of 
this information once it is outside the library’s control.”108 Finally, for patrons who choose to 
use the library’s wireless network, “[u]sers should be aware that data accessed and sent over 
the library’s wireless network is not encrypted.”109

This policy reflects the general scope and power of the current state of library patron 
privacy laws: While libraries can effectively create and enforce protection of patron records 
within the brick-and-mortar establishment, they often lack the power to reach beyond and 
protect the information once it is in the hands of data brokers or other third parties. The 
information included in this policy, as written, is of particular concern in relation to the use of 
artificial intelligence. Because libraries often cannot control information once it has extended 
beyond library walls, if a patron shares information about their circulation records with an AI 
service or other third-party technology, the library no longer has control over this informa-
tion, even though this information would normally be considered confidential if kept within 
a brick-and-mortar library facility.

Under the law, any affected patron may file a motion in the Superior Court of the 
District of Columbia to request that the records remain confidential.110 The statute provides 
additional protection to patrons by notifying affected individuals within two working days 
after receiving a court-issued subpoena.111 Any officer, employee, or agent of the library who 
violates these provisions are guilty of a misdemeanor and shall be fined no more than three 
hundred dollars.112 Patrons affected by a violation of the statute may bring a civil action against 
the violator for “actual damages or [two hundred fifty dollars], whichever is greater, reason-
able attorneys’ fees, and court costs.”113

102	 D.C. Code § 39-108(a) (2024).
103	 Id.
104	 Id. at § 39-108(b)(1).
105	 Id. at § 39-108(b)(3).
106	 See Privacy and Confidentiality Policy, D.C. Pub. Libr. (May 28, 2008), https://www.dclibrary.org/library-policies/

privacy-and-confidentiality-policy.
107	 Id.
108	 Id.
109	 Id.
110	 D.C. Code § 39-108(b)(2) (2024).
111	 Id. at § 39-108(b)(4).
112	 Id. at § 39-108(d).
113	 Id.
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Florida
Florida law makes confidential “all registration and circulation records of every public 

record, except statistical reports of registration and circulation[.]”114 “Registration records” 
include “any information that a library requires a patron to provide in order to become eligible 
to borrow books and other materials,”115 whereas “circulation records” include “all informa-
tion that identifies the patrons who borrow particular books and other materials.”116

Florida law permits disclosure of confidential library records specifically for “collecting 
fines or recovering overdue books, documents, films, or other items or materials owned or 
otherwise belonging to the library.” The statute permits disclosure of confidential library 
records to the library patron discussed in the records, the parent or guardian of a patron if the 
patron is less than sixteen years of age,117 an agency that collects fines for the library, munici-
pal or county law enforcement officials, or judicial officials.118

While the language of the statute may seem initially satisfactory, it is important to 
consider the ways in which libraries are continuously integrating advancing technology with 
everyday tasks,119 especially when the Florida statute permits disclosure to an agency that 
collects fines for the library.120 The growing use of AI for mundane tasks is particularly of 
concern with the development of agentic AI. Agentic AI, or “machine learning models that 
mimic human decision-making to solve problems in real time,” involves the use of “an arti-
ficial intelligence system [to] accomplish a specific goal with limited supervision.”121 If the 
library were to contract with an artificial intelligence company to use an AI agent that can 
assist with collecting fines or recovering overdue materials, the statute likely would permit 
disclosure of confidential records to that AI agent. If libraries choose to use AI in this manner 
and increase library efficiency, they should stringently evaluate potential vendors and, with 
proper contracting and guidance under legislation, ensure the AI agent is classified as a part of 
the library staff, and thereby a covered entity of patron privacy laws.

In 2010, the United States District Court for the Middle District of Florida addressed a 
request for access to library patron records arising out of a complaint alleging negligence in a 
motor vehicle accident.122 Defendants argued that, as part of discovery, they should be able to 
access the list of books the plaintiff’s family checked out from the library that pertain to brain 
injuries.123 The plaintiff sought a protective order to quash subpoenas requesting such library 

114	 Fla. Stat. § 257.261(1) (2025).
115	 Id. at § 257.261(2).
116	 Id.
117	 One method of patron age verification is at the time of library card registration. Alachua County Library 

District, as an example, requires a current photo ID when a prospective patron is registering for a library card. 
Prospective patrons under the age of eighteen “must be accompanied by a legal guardian as the Responsible 
Party.” Get a Card, Alachua Cnty. Libr. Dist., https://www.aclib.us/cards (last visited Nov. 3, 2025).

118	 Fla. Stat. § 257.261(3)(b) (2025). The statute offers carveouts for minors, in which case the library must release 
the information of the minor’s guardian to collection agencies and law enforcement, rather than release the 
minor’s information.

119	 See e.g., Clarivate, AI’s Role in the Future of Library Services, Libr. J. (May 2, 2025), https://www.libraryjournal.
com/story/ais-role-in-the-future-of-library-services-250501.

120	 Fla. Stat. § 257.261(3)(b) (2025).
121	 Cole Stryker, What is agentic AI?, IBM, https://www.ibm.com/think/topics/agentic-ai (last visited Nov. 5, 

2025).
122	 See Riley v. Roberts Brothers Coach Leasing Co., Inc., Case No. 6:09-cv-2147-Orl-35DAB, 2010 WL 11626740, at *1 

(M.D. Fla. Dec. 8, 2010).
123	 See id. at *2.

https://www.aclib.us/cards
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records.124 The court, in granting the protective order, found that while the order did not call 
for privileged information, it “goes too far afield,” seeing as the plaintiff’s family would “not 
be able to provide expert testimony, and it [was] sufficient for impeachment purposes that 
they have researched the subject of brain injuries.”125 Although this case is over a decade old, 
the overall principle regarding a request for extremely broad information from a library likely 
holds true, as permitting such requests would allow individuals to have access to a flood of 
information that is not explicitly related to the litigation at hand.

Georgia
Georgia’s library patron privacy law is unique because it is part of the state’s rules 

of evidence. In addition to creating a requirement for libraries and librarians to keep patron 
information confidential, the placement of this law in the code of evidence brings into ques-
tion whether library records are considered privileged, in the same way that there is attor-
ney-client privilege and spousal privilege (among other privileges) in the context of court 
testimony. Privileges protect certain relationships and communication within those relation-
ships from disclosure in legal proceedings.126 They facilitate trust within those relationships 
and hope to foster open communication.127 While it is unclear why the Georgia legislature 
chose to include this law in the code of evidence, it is likely, based on the language used in 
the text, that part of the intent of writing these provisions was to have protections for library 
patrons similar to that of other states.

Georgia’s statute generally classifies as confidential “circulation and similar records of 
a library” that allow for patron identification.128 It may be necessary for libraries and librar-
ians to consider the scope of how similar a record must be to be classified as a “circulation 
[or] similar record” under the statute.129 By identifying where the line lies, libraries can have 
clarity on whether a “similar record” would include a transcript of a patron conversing with 
an AI chatbot about what books to check out or of a librarian conversing with an AI chatbot 
about what books to suggest to a patron based on their past circulation history. The breadth of 
this provision is determinative of whether libraries and librarians can argue if certain records 
produced in the library can be classified as confidential records.

A Georgia library may disclose confidential patron information to “members of the 
library staff in the ordinary course of business,” with written consent from the patron or 
from the patron’s parent or guardian if the patron is a minor, or when presented with an 
appropriate court order or subpoena.130 Disclosure does not “destroy the confidential nature 
of that material, except for the purpose for which an authorized disclosure is made.”131 Third-

124	 See id.
125	 Id. at *3.
126	 “The Third Party Doctrine asserts individuals typically have no reasonable expectation of privacy in information 

voluntarily provided to third parties.” What Does Privilege Mean in a Court of Law?, LegalClarity (Aug. 23, 2025), 
https://legalclarity.org/what-does-privilege-mean-in-a-court-of-law/.

127	 See id.
128	 Ga. Code Ann. § 24-12-30(a) (2024).
129	 Id.
130	 Id.
131	 Ga. Code Ann. § 24-12-30(b) (2024).
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party disclosure, under the third-party doctrine, would likely be considered an “authorized 
disclosure.”132

Hawaii
Hawaii is the only state other than Kentucky133 that does not have a specific stat-

ute which prohibits public access to public library circulation records.134 The Office of 
Information Practices (OIP) administers the Uniform Information Practices Act (UIPA),135 
which is the public records law of the state.136 OIP answered in an opinion whether patron 
circulation reports must be disclosed to the public.137 While OIP opinions provide guidance 
on the UIPA, the opinions have no legally binding or precedential value.138 Because the UIPA 
does not require agencies to disclose “[g]overnment records, which, if disclosed, would con-
stitute a clearly unwarranted invasion of personal privacy”139 and “individuals have a signifi-
cant privacy interest in information, such as Library circulation records, which reveals their 
thoughts, associations, or beliefs,” the OIP concluded that an individual’s privacy interest in 
library circulation records was not outweighed by the public interest in disclosure.140 Using 
a balancing test from the UIPA,141 OIP found that “generally, the public disclosure of library 
circulation records would constitute a clearly unwarranted invasion of personal privacy.”142 
Regarding library fines, however, the OIP concluded that under the same test the disclo-
sure of fine amounts was not an invasion of personal privacy.143 Other than the UIPA, the 
OIP relied on a similar persuasive opinion from the Kentucky Attorney General to make its 
decision.144

Hawaii has a disadvantage of not codifying protection of library records in its stat-
ute. While the OIP was able to use its administrative authority to protect library circulation 
records against disclosure, the lack of statute means that the opinion can be easily overturned 
if the agency comes to a different decision in the future. The opinion also only protects library 
circulation records, which have to do with the patron’s right to receive information. It does 
not explicitly mention prohibiting the disclosure of personal information, which would pro-
tect the patron’s right to privacy. However, the OIP will likely protect personal information, 
because public interest in disclosure of personal information does not outweigh patron pri-
vacy. Due to its flexibility, the opinion has the potential to prevent improper disclosure to law 

132	 See What Is the Third Party Doctrine for Privacy?, LegalClarity (Aug. 24, 2025), https://legalclarity.org/
what-is-the-third-party-doctrine-for-privacy/.

133	 See State Privacy Laws Regarding Library Records, Am. Libr. Ass’n (Nov. 2021), https://www.ala.org/advocacy/
privacy/statelaws.

134	 Public Access to Library Patron Circulation and Fine Records, OIP Op. Ltr. No. 90-30 1, 1 (Oct. 23, 1990).
135	 Home, hawaii.gov, https://oip.hawaii.gov/ (last visited Nov. 20, 2025).
136	 UIPA, hawaii.gov, https://oip.hawaii.gov/laws-rules-opinions/uipa/(last visited Nov. 20, 2025).
137	 See OIP Op. Ltr. No. 90-30 at 1.
138	 See OPINIONS, hawaii.gov, https://oip.hawaii.gov/laws-rules-opinions/opinions/ (last accessed Nov. 20, 

2025).
139	 Haw. Rev. Stat. § 92F-13(1) (Supp. 1989).
140	 OIP Op. Ltr. No. 90-30 at 2.
141	 Haw. Rev. Stat. § 92F-14(a) (2024) (“Disclosure of a government record shall not constitute a clearly unwar-

ranted invasion of personal privacy if the public interest in disclosure outweighs the privacy interest of the 
individual.”).

142	 Public Access to Library Patron Circulation and Fine Records, OIP Op. Ltr. No. 90-30 1, 2 (Oct. 23, 1990).
143	 Id.
144	 Id. at 9 (“[T]he Kentucky Attorney General found that ‘the individual’s privacy right as to what he borrows from 

a public library (books, motion picture film, periodicals and any other matter) is overwhelming.’”).
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enforcement or AI companies, but the lack of statute or case law means that this is difficult 
to predict.

Idaho
Idaho does not dedicate a statute specific to library records.145 Instead, it lists library 

records alongside other records that are exempt from disclosure.146 While not specifying what 
type of materials are considered library records, the law prohibits disclosure of records that, 
“when examined alone or when examined with other public records, would reveal the identity 
of the library patron checking out, requesting, or using an item from a library.”147 Because the 
section does not indicate who the law applies to, an argument can be made that third-party 
companies, such as AI companies, face similar confidentiality requirements as libraries. The 
statutory language is also not clear when disclosure is allowed. Exemption from disclosure 
may mean that libraries cannot be required to disclose information but still have the discre-
tion to do so if needed.148

Illinois
Under Illinois’s Library Records Confidentiality Act,149 registration and circulation 

records of a library are confidential information.150 Registration records include “any infor-
mation a library requires a person to provide in order for that person to become eligible to 
borrow books and other materials.”151 Circulation records include “all information identifying 
the individual borrowing particular books or materials.”152

Patron records may be disclosed under a court order153 or where “it is impractical to 
secure a court order as a result of an emergency.”154 The obtainable information is limited 
to “identifying a suspect, witness, or victim of a crime.”155 It may not include registration or 
circulation records that would indicate “materials borrowed, resources reviewed, or services 
used at the library.”156 A library may request the requesting officer to sign a form acknowl-
edging the receipt of the information,157 ensuring that the officer does not collect information 
without notifying the library. A library may also seek subsequent judicial review to assess 
whether the officer has complied with the requirements,158 ensuring that a court can review 
the request even absent a court order.

Even though measures are in place to protect patron records from unnecessary disclo-
sure, there are several vulnerabilities. First, the statute does not prevent a library from dis-

145	 Idaho Code § 74-108 (2024).
146	 Id.
147	 Id. at § 74-108(4).
148	 See id.
149	 75 Ill. Comp. Stat. 70/2 (2024).
150	 75 Ill. Comp. Stat. 70/1(a) (2024).
151	 Id. at 70/1(c)(ii).
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closing “reasonable statistical reports regarding library registration and book circulation.”159 
Even though the statute makes it clear that “no individual is identified therein,”160 modern 
technology, including AI, makes it easy to de-anonymize the information.161 Next, because a 
library providing information to a law enforcement under the second option is not a privacy 
violation or a breach of confidentiality,162 there is no private cause of action for patrons who 
wish to challenge such disclosure. This means that a patron whose privacy right was violated 
may not have a remedy if the library refuses to pursue action. It also means patrons lack any 
recourse where a library vendor might disclose confidential information. Finally, the statute 
has not been tested in courts. Without courts defining the terms “impractical,” “emergency,” 
and “imminent danger” in the context of libraries, officers who do not want to or who are 
unable to secure a warrant may abuse the ambiguities. Because courts can only review the 
officer’s request if a library seeks judicial review, it would be too late to protect confidential 
information that has already been disclosed. These gaps also incentivize law enforcement to 
seek confidential information from library vendors, who currently lack an affirmative obliga-
tion to protect patron information.

Indiana
Indiana does not have a library-specific confidentiality statute. Instead, it includes 

patron records in a list of records public agencies may not disclose absent a court order or 
federal statute.163 The statute does not define library records beyond records “which can be 
used to identify any library patron.”164 Absent a clear definition or guidance from Indiana 
courts, law enforcement or third parties who possess patron information (including AI com-
panies) may argue that the information therein could not reasonably be not used to identify 
a patron.165

Iowa
Like Indiana, Iowa lists library records along other confidential public records.166 

Library records are “the records of a library which, by themselves or when examined with 
other public records, would reveal the identity of the library patron checking out or request-
ing an item or information from the library.”167 Patron records may be disclosed pursuant to 
a court order “by the lawful custodian of the records, or by another person duly authorized 
to release such information.”168 The library records may be released to law enforcement “pur-
suant to an investigation of a particular person or organization suspected of committing a 
known crime”169 after a judicial determination that a “rational connection” exists between 
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the requested information and a legitimate end.170 The need for the information also has to be 
cogent and compelling.171

Even though there are protections against law enforcement for library records, the 
records may still be vulnerable to collection by AI companies.172 Library records may be 
disclosed “by another person duly authorized to release such information,”173 which includes 
patrons themselves. This means that library records will be vulnerable to disclosure when 
the patron releases confidential information– either intentionally or unintentionally–to third 
parties like AI companies. This is essentially a codification of federal third-party doctrine, 
which finds that patrons do not maintain a reasonable expectation of privacy when they dis-
close otherwise confidential information to a third party.

Kansas
Kansas does not have a statute specific to library confidentiality.174 Library patron and 

circulation records are listed along other public records as records that, unless required by 
law, a public agency cannot be required to disclose.175 Like Indiana, Kansas does not specifi-
cally define library records,176 but protects information that “pertain[s] to identifiable individ-
uals.”177 However, there is no additional statutory detail or relevant case law detailing what 
records pertain to identifiable individuals.

The lack of guiding language renders Kansas’s statute open to abuse. It is unclear, for 
example, what precisely the legislature considered to be identifying information and whether 
that extends to research inquiries. Moreover, it is difficult to know whether patrons who use 
a service offered through a third-party vendor enjoy the same protections, particularly as it 
pertains to information beyond things like names or dates of birth.

Kentucky
Kentucky is one of two states that does not have a privacy statute related to library 

records. Instead, the state’s privacy considerations are captured in Attorney General opin-
ions. In these opinions, the Attorney General of Kentucky recognizes the public interest 
in protecting patron privacy records,178 although these opinions are persuasive rather than 
legally binding.179 Despite this, public officials in Kentucky are expected to follow Attorney 
General opinions, and they may be cited in all Kentucky courts.180

Libraries may refuse to disclose circulation records or “what [a patron] borrows from 
a public library (books, motion picture film, periodicals and any other matter)[.]”181 While 
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libraries may choose to leave the records open for inspection, the Attorney General notes 
that keeping such records confidential would support the public interest of supporting pri-
vacy rights.182 Because the basis for library patron privacy in Kentucky is enshrined in an 
Attorney General opinion that lacks the full force of law, there is neither mandatory disclo-
sure of records nor is there any penalty if a library chooses to leave records open for public 
inspection.183

While it appears that following the Attorney General opinions are generally recom-
mended and expected, it is worthwhile to consider if the introduction of artificial intelligence 
and the complexities surrounding advancing technology would encourage fewer libraries to 
adhere to the historical trend of compliance. Libraries may decide that to accommodate the 
increased use of advancing technology for data analytics or other related purposes, it would 
be easier to establish upfront that they do not follow the Attorney General’s recommendations 
pertaining to patron privacy. Since there is no penalty in Kentucky for libraries who choose to 
leave patron records open for public inspection, libraries and the Kentucky legislature might 
sacrifice patron privacy for hypothetical increased efficiency. Furthermore, as the role of AI 
expands in state economies and state governments continuously face the question of inno-
vation versus regulation, the Attorney General may evaluate whether its previous stance on 
library patron privacy serves as hindrance to the evolution of technology.

Louisiana
Under Louisiana’s library patron privacy law, confidential information includes 

“records of any library [...] indicating which of its documents or other materials, regardless of 
format, have been loaned to or used by any identifiable individual or group of individuals[.]”184

Disclosure of confidential patron information is permitted in four ways under the stat-
ute: (1) to the parent or custodian of a minor child, (2) to “persons acting within the scope of 
their duties in the administration of the library,” (3) to persons who were given written con-
sent by the patron to access their records, or (4) by court order.185 Consent in this case means 
“authorized in writing by the individual or group of individuals.”186 Section 13(D)(2) of the 
statute further allows libraries and librarians to disclose information including, but not lim-
ited to, “electronic data files, security surveillance video tapes, or other records or materials 
which may constitute evidence which would assist law enforcement officers in identifying the 
individual or group of individuals who may have committed criminal activity in the library.”187

Libraries should pay special attention to this provision in the context of artificial intelli-
gence, specifically involving AI chatbots. If a patron is chatting with an AI chatbot on a library 
computer terminal, for example, to inquire about committing a criminal activity, and if a 
library chooses to store the data or transcripts from the conversations, they may be suscep-
tible to permitted disclosure under the statute. In this regard, it is important for libraries to 
evaluate their data minimization practices.

In a nonbinding opinion, the Attorney General of Louisiana determined that “com-
plaints about internet usage on public internet terminals are generally subject to release pur-
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suant to the Public Records Act” and are not protected as confidential patron information 
under Louisiana’s library patron privacy law.188 Requested information is generally considered 
to be public record unless it falls under the statute as exemption. An example of exempted 
records includes information maintained for the purpose of registration.189 If the requested 
records identify the user of the library material, the information must be deleted from the 
records before they are released. Interactions with artificial intelligence, including discus-
sions with AI chatbots, therefore, would likely be considered public record unless the infor-
mation connects a user with requested library materials.190

Maine
Under Maine’s library patron privacy law, a library record is confidential if it contains 

“(A) [a] library patron’s personally identifying information, including but not limited to the 
library patron’s name, address, phone number and e-mail address; or (B) [i]nformation that 
identifies a library patron as having requested, obtained or used books or other materials in 
any medium at the library or provided by the library.”191 Such confidential records may only 
be released with written consent from the patron; to officers, employees, volunteers, and 
agents of the library as needed to fulfill library administrative purposes; or at the presentation 
of a court order.192 Although not defined in the statute, “library administrative purposes” may 
include common library administrative tasks, such as charging fines for overdue materials 
or for handling issues related to patron misuse of books.193 For example, Northeast Harbor 
Library writes in its privacy policy that “staff members are not authorized to discuss library 
records with anyone other than the cardholder” and that their privacy policy extends to “any 
individuals or organizations that are working with the library on any event or project[.]”194 
The use of artificial intelligence may ease the administrative burden of these tasks. In doing 
so, however, libraries must consider the bounds with which the information can be transmit-
ted beyond the discrete disclosure to the artificial intelligence bot or service through strin-
gent vendor evaluation practices.

Libraries in Maine may also release “aggregated and statistical information pertaining 
to library patronage, circulation activities and use of any service or consultation the library 
provides” without risking the release of any personally identifiable information.195 It is worth 
noting, however, that at least for wireless users, Northeast Harbor Library specifies in its 
policy that “[their] network does not protect [a patron’s] machine from viruses or third party 
eaves-dropping.”196 This disclaimer calls into question the sufficiency of Maine’s patron pri-
vacy law to protect patrons against vulnerabilities over the internet and, potentially, artificial 
intelligence.
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Maryland
Maryland’s patron privacy protections are located in two sections: the Education 

Code197 and the Public Information Act.198 Under the Public Information Act, a custodian, 
defined as the (1) official custodian, or “an officer or employee of the State or of a political 
subdivision who is responsible for keeping a public record, whether or not the officer or 
employee has physical custody and control of the public record,” or (2) “any other authorized 
individual who has physical custody and control of a public record,”199 shall “prohibit inspec-
tion, use, or disclosure of a circulation record of a public library or any other item, collection, 
or grouping of information about an individual that (1) is maintained by a library; (2) con-
tains an individual’s name or the identifying number, symbol, or other identifying particular 
assigned to the individual; and (3) identifies the use a patron makes of that library’s materials, 
services, or facilities.”200 Disclosure, however, is permitted “in connection with the library’s 
ordinary business” and “for the purposes for which the record was created.”201

Maryland’s Education Code further protects privacy of library patron records. “Public, 
school, college, or university” libraries located in Maryland are subject to the provisions of 
this law.202 The Maryland Education Code prohibits libraries from “inspect[ing], us[ing], or 
grouping [...] information about an individual that: (1) [i]s maintained by the library; (2) [c]
ontains an individual’s name or the identifying number, symbol, or other identifying partic-
ular assigned to the individual; and (3) [i]dentifies the use a patron makes of that library’s 
materials, services, or facilities.”203 Disclosure is permitted only “(1) [i]f necessary for the 
reasonable operation of the library; (2) [o]n written consent of the individual; or (3) [b]y 
subpoena or court order.”204

While the combination of two statutes guarantees some level of increased strength for 
library patron privacy, this strength does not necessarily extend to patron use of the inter-
net or of online services provided by third parties, such as chatbots, even when on library 
grounds. As previously discussed, libraries do not often have control over information that 
ordinarily would be classified as confidential once it has moved beyond the physical library 
and onto the internet. In recognizing this, libraries sometimes will have notices or policies on 
their websites to notify patrons of the scope of the library’s protective power. Montgomery 
County Public Library, as an example, has an internet use policy separate from their privacy 
and confidentiality policy. This policy places much of the onus on the library patron to secure 
their internet use. The policy reads that “[t]he library is not responsible for the privacy of 
information you transfer over [the library’s] network, and “[the patron is] responsible for 
ensuring that [the patron’s] computer has security protection against viruses and other mal-
ware.”205 Similarly, the Prince George’s County Memorial Library System, in their guidelines 
for wireless access, asserts that “[t]he Library is not responsible for customer files, disks, and 
email accounts or for the security or privacy of online communications,” and “the Library is 

197	 See generally Md. Code Ann., Educ. § 23-108 (West 2023).
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not responsible for viruses, malicious code or any other outcome resulting from customer 
Internet activity.”206 Both counties additionally declare that library staff is unable to provide 
patrons with technical assistance.207

Massachusetts
Massachusetts library patron privacy law recognizes as confidential the “part of the 

records of a public library which reveals the identity and intellectual pursuits of a person using 
such a library[.]”208 For example, Agawam Library considers “circulation and registration 
records identifying the names, addresses and telephone number of library patrons, as well as 
the materials borrowed or accessed electronically,” as non-public records.209 Comparatively, 
Boston Public Library notes that “[c]onfidentiality extends to information sought or received, 
and materials consulted, borrowed, and includes database search records, reference inter-
views, circulation records, interlibrary loan transactions, registration records, and all other 
personally identifiable uses of library materials, facilities, or services.”210 Library authorities 
may “disclose or exchange information relating to library users for the purposes of interli-
brary cooperation and coordination, including but not limited to, the purposes of facilitat-
ing the sharing of resources among library jurisdictions[.]”211 While interlibrary information 
sharing is a useful strategy to expand library services and access to information, libraries and 
librarians must take appropriate precautions to ensure that the manner in which this infor-
mation is shared is secure.

Although libraries may share such information for inter-library cooperation (within 
certain parameters), if the method by which the information is not secure, the library risks 
unintentionally exposing confidential information. If libraries transmit this information 
through vulnerable third-party sites or unsecure systems, they may risk exposing confidential 
patron information beyond permitted parties to other parties such as data brokers. As writ-
ten, most library patron privacy laws do not cover what third parties and vendors do with the 
information they acquire beyond what is in their contract with the library or library system.

Michigan
Michigan’s patron privacy statute contains six sections and is one of the most detailed 

library privacy laws in the United States.212 Last amended in 2021, the statute is modern by 
including the definitions of “computer” and “Internet.”213 Additionally, Michigan makes it 
clear what records fall under “library record.”214 A library record is “a document, record, or 
other method of storing information retained by a library that contains information that per-
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sonally identifies a library patron, including the patron’s name, address, or telephone number, 
or that identifies a person as having requested or obtained specific materials from a library.”215 
The statute also includes circulation records as a subset of library record,216 acknowledging 
that specific materials requested or obtained by a patron can be identifiable information.

Library records do not include nonidentifying material that is retained for the purpose 
of studying or evaluating the circulation of library materials in general.217 While the drafters 
may have included this exception to allow libraries to analyze and organize its collection, 
the exception could be a potential weakness in terms of protecting privacy. With advances 
in technology, it is easier to de-anonymize such nonidentifying material.218 Second, library 
record does not include recorded video surveillance images made solely for security pur-
poses.219 By clarifying that surveillance images do not include images that identify a patron 
as requesting or obtaining “specific services, materials, or information resources” from a 
library,220 the statute balances security against patron privacy.

Section 3 involves the minutiae of disclosure. A library record cannot be disclosed 
through the Freedom of Information Act (FOIA),221 which provides the public with access to 
public records of public bodies.222 A library, which includes its employees or agents, cannot 
release a library record without the written consent from the person liable for “payment for 
or return of the materials identified in that library record.”223

Library records may be released by court order as long as the library is given notice 
and an opportunity to be heard on the request.224 A library may appear and be represented 
by counsel for such hearing.225 A library or an employee or agent of the library may also dis-
close library records if it has to do with the delinquent account or interlibrary loans.226 The 
library may only provide information that is necessary to “seek the return of overdue or stolen 
materials or to collect fines”227 or to conduct interlibrary loans.228 While the section protects 
library records, it does not prevent an employee or agent from “providing a sworn statement 
or testimony to a law enforcement officer based solely on the personal knowledge.”229 Such 
statement or testimony has to be limited to “a crime alleged to have occurred at the library.”230

Unlike other states, Michigan is proactive in defending patron privacy. Section 3 
defines an agent of the library as “any other person who is lawfully performing services on 
behalf of a library under a written contract.”231 This means that e-book vendors who are 
under contract with the library will not be able to disclose the records. Specifying that only 
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“a library or an employee or agent of a library” can disclose library records without a court 
order or written consent232 also prevents AI companies from releasing library records that 
they collected. Finally, Michigan shows that it is proactive by enshrining the right of librarians 
to determine the selection and use of library materials in Section 5.233 This section goes to the 
heart of why there have recently been attempts to access library records, to police and censor 
what kind of library materials are available.234

Minnesota
While Minnesota has a statute dedicated to library records, the statute is short in 

length.235 Minnesota refers to library records as “library data.”236 Library data links a patron’s 
name with “materials requested or borrowed by the patron” or with “a specific subject about 
which the patron has requested information or materials.”237 The data also includes informa-
tion that is provided to create a library card.238

Minnesota allows a family member or other person who resides with the patron to 
pick up reserved materials.239 To maintain confidentiality, a patron may request that reserved 
materials be released only to the patron.240 However, the fact that this is an opt-in feature 
(rather than an opt-out) means that it is less than perfect in protecting privacy, as some patrons 
may not be aware of the feature, leading to their borrowing preferences being revealed to the 
public.

Library data may be disclosed for library purposes or through court order.241 However, 
Minnesota does not provide detail on what a library purpose entails, making the data vulnera-
ble to disclosure by library vendors. By providing library books and materials, e-book vendors 
may argue that they are fulfilling a library purpose, leading them to justify disclosure as being 
necessary for their operations. Because e-book vendors are increasingly adopting AI tools,242 
this may lead to e-book vendors disclosing the data to AI companies.

Mississippi
Under Mississippi law, confidential library records include records containing infor-

mation related to the “identity of the user, relative to the user’s use of books or other materials 
at the library.”243 Disclosure requires written consent by the user or a court order.244 The 
statute is not intended to prohibit or hinder libraries or businesses operating jointly with the 
library from disclosing information in order to collect overdue books, films, documents, or 
other materials that belong to the library, nor is it intended to prohibit or hinder libraries from 
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collecting fines on these overdue materials.245 Moreover, statistics developed from de-iden-
tified registration and circulation records may also be released or used by a library for the 
purposes of research and planning.246

As discussed previously, Mississippi libraries should consider the ways in which artifi-
cial intelligence can be or already is incorporated in completing ordinary library tasks, such 
as collecting fines and analyzing de-identified statistics. The Mississippi legislature should 
consider closing potential loopholes to provide boundaries for keeping confidential patron 
information within the library.

Missouri
Missouri is one of the few states that has updated its library privacy law to reflect 

advancing technology.247 However while Missouri law takes the time to define “digital 
resource or material” and “e-book,”248 the law does not expand beyond these definitions as it 
pertains to regulating library records.249 A library record is “any document, record, or other 
method of storing information retained, received or generated by a library that identifies 
a person or persons as having requested, used, or borrowed library material, and all other 
records identifying the names of library users.”250 Like Michigan, Missouri does not include 
nonidentifying material that may be retained for “studying or evaluating the circulation of 
library material in general.”251 The law unfortunately does not define what counts under non-
identifying material, meaning that a wide variety of records may be disclosed as long as the 
identifying feature is removed.252

In addition to prohibiting disclosure by the library or its employees and agents, Missouri 
specifically prevents a third party contracted by a library to maintain library records from 
disclosing library record, notwithstanding any other law to the contrary.253 The exception 
for any other law means that library records are not protected from laws like the Patriot Act, 
which required disclosure for non-library purposes.254 As a result, library records are pro-
tected against library vendors who may be careless with the confidential information. E-book 
vendors will be unable to rely on third-party doctrine to justify disclosure of library records. 
As mentioned in the summary, most state laws have failed to include a provision prohibiting 
disclosure by third parties.

Library records may be disclosed under two methods. First, the person identified in 
that record, or the patron, may provide consent through written request.255 The law allows 

245	 Id. at § 39-3-369.
246	 Id. at § 39-3-367.
247	 Mo. Rev. Stat. § 182.815 (2024).
248	 Id. at § 182.815(1), (2).
249	 Mo. Rev. Stat. § 182.817 (2024).
250	 Mo. Rev. Stat. § 182.815(5) (2024).
251	 Id.
252	 A material being “nonidentifying” also does not mean that it is impossible for patrons to be identified. Modern 

technology allows nonidentifying material to be traced back to the patron. See De-Anonymization: What It is, How It 
Works, How it’s Used, Investopedia (Oct. 15, 2022), https://www.investopedia.com/terms/d/deanonymization.
asp. Libraries have to face the harsh reality of balancing between collection development and patron privacy.

253	 Mo. Rev. Stat. § 182.817(1) (2024).
254	 See Deborah Walters, 15 Years of Fear: The ALA and the Patriot Act, Am. Libr. Ass’n Archives (Oct. 7, 2024), 

https://www.library.illinois.edu/ala/2024/10/07/15-years-of-fear-ala-patriot-act/.
255	 Mo. Rev. Stat. § 182.817 (1)(1) (2024).

https://www.investopedia.com/terms/d/deanonymization.asp
https://www.investopedia.com/terms/d/deanonymization.asp
https://www.library.illinois.edu/ala/2024/10/07/15-years-of-fear-ala-patriot-act/
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the library to determine what procedures and forms are followed for this method.256 It is 
important that libraries protect patron privacy by setting clear policies for patrons to follow. 
Otherwise, AI companies may argue that patrons provided consent when they agreed to their 
terms. Second, library records may be disclosed through a court order when disclosure is 
necessary to “protect the public safety or to prosecute a crime.”257 Failing to define “public 
safety” or limit “crime” to a library setting means that the law can potentially be abused by law 
enforcement when requesting information.

Finally, Missouri is noteworthy for providing a private right of action.258 The patron 
may file a written complaint to the office of the attorney general within 180 days of the alleged 
violation.259 Missouri also allows a patron to take private civil action to recover damages.260 
By allowing patrons to pursue lawsuits without needing the attorney general’s approval, the 
statute provides additional incentive for library, employee, agent, or third party to protect 
privacy.

Montana
Like Michigan, the Montana Library Records Confidentiality Act is fairly com-

prehensive.261 Library records are “any document, record, or any other method of storing 
information retained, received, or generated by a library that identifies a person as having 
requested, used, or borrowed library material or other records identifying the names or other 
personal identifiers of library users.”262 Library records do not include nonidentifying material 
that may be used to study or evaluate the circulation of library materials in general.263 This 
provision may be a weakness for protecting library records, because AI companies can use 
advanced methods to de-anonymize the data, connecting the information to individuals.264 
This weakness also exists when library records can be disclosed as “reasonable statistical 
reports regarding library registration and book circulation,” even though the statute requires 
that no individual is identifiable.265

Library records may be disclosed under three scenarios. First, the patron may pro-
vide a written request.266 It is important that the library provides clear guidelines on how to 
provide consent to prevent AI companies from taking advantage of the provision and access 
library records because there was “consent.” Next, library records may be disclosed following 
a court order from a competent jurisdiction.267 The law places limitations by requiring that 
the disclosure “clearly exceed the demand for individual privacy.”268 Finally, Montana allows 
records to be disclosed “to the extent necessary to return overdue or stolen materials or col-

256	 Id.
257	 Id. at § 182.817(1)(2) (2024).
258	 Mo. Rev. Stat. § 182.817(2) (2024).
259	 Id.
260	 Id.
261	 Mont. Code Ann. §§ 22-1-1101 to 1103, 1111 (2024).
262	 Mont. Code Ann. § 22-1-1102(2) (2024).
263	 Id.
264	 See De-Anonymization: What It is, How It Works, How it’s Used, Investopedia (Oct. 15, 2022), https://www.

investopedia.com/terms/d/deanonymization.asp.
265	 Mont. Code Ann. § 22-1-1103(2) (2024).
266	 Mont. Code Ann. § 22-1-1103(1)(a) (2024).
267	 Id. at § 22-1-1103(1)(b).
268	 Id.

https://www.investopedia.com/terms/d/deanonymization.asp
https://www.investopedia.com/terms/d/deanonymization.asp
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lect fines.”269 The statute does not indicate who the records can be disclosed to, but based on 
other state laws the disclosure may be to the collection agency.

Montana strengthens its privacy law by including penalties for violators.270 The pen-
alties are not limited to just libraries but covers “any person,”271 meaning that AI companies 
are also included. The patron who had his information improperly disclosed may bring a civil 
action for actual damages or one hundred dollars, whichever is greater.272 Reasonable attorney 
fees and the costs of lawsuit may also be awarded to the winning party.273 While the purpose 
of the section is to discourage violation of confidentiality, the low amount means that it may 
not be effective in deterring large AI companies.

Nebraska
Nebraska does not have a statute specifically dedicated to library records and instead 

lists them amongst other records that may be withheld from the public.274 Library records 
are records “kept by a publicly funded library which, when examined with or without other 
records, reveal the identity of any library patron using the library’s materials or services.”275 
Library records are confidential unless otherwise publicly disclosed in an open court, open 
administrative proceeding, or open meeting.276 They may also be disclosed by a public entity 
pursuant to its duties.277 Otherwise, it is at the discretion of the lawful custodian of the 
records to withhold the records from the public.278

Nevada
Nevada has a library privacy law that is only a paragraph.279 Library records are any 

records “of a public library or other library which contain the identity of a user” and the 
“books, documents, films, recordings or other property of the library which were used.”280 A 
court may issue an order when the disclosure of the records is necessary to “protect the public 
safety or to prosecute a crime.”281

New Hampshire
In New Hampshire, confidential library records include records that “contain the 

names or other personal identifying information regarding the users of public or other than 
public libraries,” including but not limited to “library, information system, and archival 
records related to the circulation and use of library materials or services, including records 

269	 Id. at § 22-1-1103(3).
270	 Mont. Code Ann. § 22-1-1111 (2024).
271	 Id.
272	 Id.
273	 Id.
274	 Neb. Rev. Stat. § 84-712.05 (2024).
275	 Id. at § 84-712.05(13).
276	 Neb. Rev. Stat. § 84-712.05 (2024).
277	 Id.
278	 Id.
279	 Nev. Rev. Stat. § 239.013 (2024).
280	 Id.
281	 Id.
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or materials that have been viewed or stored in electronic form.”282 Libraries or librarians 
may disclose these records as needed for the successful operation of the library, with consent 
by the patron, or in response to the presentation of a subpoena, court order, or where oth-
erwise required by statute.283 New Hampshire further prohibits disclosure of library records 
by exempting it from the provisions in its chapter pertaining to public access to govern-
ment records.284 This provision, however, shall not be construed “to prohibit any library from 
releasing statistical information and other data regarding the circulation or use of library 
materials provided,” as long as the identities of library patrons are protected.285 With the rap-
idly evolving capabilities of AI, by making de-identified patron data available, libraries may 
still risk re-identification and harmful use of this data by individuals with access to advanced 
AI and potentially even law enforcement.

Recently, Governor Kelly Ayotte signed a law granting parents access to all of their 
minor child’s records, thereby reducing the level of confidentiality that New Hampshire 
patron privacy laws once provided.286 According to State Representative Mike Drago who 
sponsored the bill, the implementation of this law is “about ensuring parents have control 
over what is appropriate for their children to be reading.”287 Not only does this align with 
the recent growth of book banning, but it also has the likelihood of affecting the trust minor 
patrons have in their local libraries. Some Democrats raise concerns that there is no part of 
the law that contains mechanisms for identifying the requesting adult as the child’s parent.288 
This law will go into effect January 1, 2026.289

While the identity of specific patrons must remain confidential when disclosing statis-
tical information to the general public, libraries should consider the exact requirements for 
what it means for information to be de-identified, especially when the statute does not place 
parameters on who or what is classified as the general public. For example, if a user incor-
porates the statistical information into a prompt and enters it into ChatGPT, the statistics 
may nonetheless give the algorithm enough information to identify specific patrons, thereby 
exposing the information to third parties who are not regulated under the statute. In a sepa-
rate statute, library records are exempted from public access to government records, thereby 
increasing library patron confidentiality.290

New Jersey
In New Jersey, library records are defined as “any document or record, however main-

tained, the primary purpose of which is to provide for control of the circulation or other 
public use of library materials.”291 These records, which “contain the names or other per-
sonally identifying details regarding the users of libraries[,] are confidential and shall not be 

282	 N.H. Rev. Stat. Ann. § 201-D:11(I) (2024).
283	 Id. at § 201-D:11(II).
284	 See N.H. Rev. Stat. Ann. § 91-A:5(IV) (2017).
285	 Id. at § 201-D:11(III).
286	 See 2025 NH HB273 (enacted).
287	 William Skipworth, New law to make New Hampshire library records available to parents, N.H. Bull. (Aug. 4, 2025), https://

newhampshirebulletin.com/briefs/new-law-to-make-new-hampshire-library-records-available-to-parents/.
288	 Id.
289	 N.H. Rev. Stat. Ann. § 201-D:11 (2026).
290	 N.H. Rev. Stat. Ann. § 91-A:5(IV) (2024).
291	 N.J. Rev. Stat. § 18A:73-43.1(b) (2024).

https://newhampshirebulletin.com/briefs/new-law-to-make-new-hampshire-library-records-available-to-parents/
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disclosed[.]”292 Libraries may not disclose these confidential records unless they are “necessary 
for the proper operation of the library,” the patron requests disclosure of their records, or 
the library is presented with a subpoena or court order.293 Without identifying the scope of 
disclosure  “necessary for the proper operation” of the library, libraries and librarians may be 
able to disclose confidential patron information to artificial intelligence companies and other 
third-party services that are becoming integral for mundane library tasks. Contrary to some 
other states in this region that explicitly include a provision regarding parental or guardian 
access to their minor child’s records, parents or guardians may only have access to a minor 
child’s records if that minor child requests that their records are shared.294 This gives children 
ownership over their own records and facilitates trust in the library.

New Mexico
New Mexico aims to “preserve the intellectual freedom” guaranteed by its constitu-

tion by providing privacy for users of the public libraries with respect to the materials that 
they wish to use.295 New Mexico protects “patron record[s]”296 instead of library records like 
other states. Patron records include “any document, record or other method of storing infor-
mation retained by a library that identifies, or when combined with other available informa-
tion identifies, a person as a patron of the library or that indicates use or request of materials 
from the library.”297 Patron record is a broad term that “includes patron registration informa-
tion and circulation information that identifies specific patrons.”298 Such a broad definition 
ensures that all aspects of patron information are protected from disclosure to third parties 
like AI companies.

Patron records may only be released upon written consent of the patron or upon court 
order issued to the library.299 It is important that the libraries clarify what is considered writ-
ten consent to ensure that information is not disclosed to third parties such as AI companies. 
It is unfortunate that the statute or case law does not clarify when a court order can be issued. 
This makes it easier for law enforcement to request information. When records are disclosed, 
New Mexico provides a way for the library to be involved by allowing it to be represented 
by counsel at any hearing on disclosure.300 There are additional exceptions to prohibition on 
disclosure. First, the prohibition does not apply to overdue notices.301 This weakens patron 
privacy by potentially allowing e-book vendors to access records when dealing with their 
own overdue materials. Unlike other states, the legal guardian may access patron records for 
minors or legally incapacitated persons only in the context of school libraries.302 This excep-
tion does not apply to public libraries. New Mexico also implements civil liability against any 
person who violates the law.303 The broad target means that third parties such as AI companies 

292	 N.J. Rev. Stat. § 18A:73-43.2 (2024).
293	 Id.
294	 Id.
295	 N.M. Stat. Ann. § 18-9-2 (2024).
296	 § 18-9-3.
297	 Id. at § 18-9-3(B).
298	 Id.
299	 N.M. Stat. Ann. § 18-9-4 (2024).
300	 Id.
301	 N.M. Stat. Ann. § 18-9-5 (2024).
302	 Id.
303	 N.M. Stat. Ann. § 18-9-6 (2024).
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are included. Unlike other states, the penalty also has a bite by having no limit to the amount 
of damages and costs of the action determined by the court.304 This ensures that third parties 
are more careful when dealing with patron records.

New York
In New York, library patron privacy law is codified amongst the state’s evidence law. 

Library records must be kept confidential if they contain the names or other personally identi-
fiable information of library patrons.305 These records include, but are not limited to “records 
related to the circulation of library materials, computer database searches, interlibrary loan 
transactions, reference queries, requests for photocopies of library materials, title reserve 
requests, or the use of audio-visual materials, films or records[.]”306 Libraries may not disclose 
confidential library records unless necessary for the “proper operation” of the library or at the 
presentation of a subpoena, court order, or where otherwise required by statute.307

Without a concrete definition as to what it means for disclosure to be necessary for the 
“proper operation” of the library, libraries and librarians may be able to disclose confidential 
patron information to artificial intelligence services that are being integrated into day-to-day 
library tasks. While libraries make reasonable efforts to ensure protection of patron privacy 
by having contracts and licenses with other parties reflect the library’s privacy standards, 
there is always a limit to the protection the library can provide, particularly in relation to 
services that do not have strong privacy protections.308 If libraries are able to sufficiently 
negotiate patron-centered contracts with specific AI companies or facilitate the design of an 
internal AI resource, they may be able to mitigate potential privacy concerns.

In 1997, the Supreme Court309 in Saratoga County, New York, considered a matter in 
which the petitioner contended that a group of its employees used a library feature through 
the Southern Adirondack Library System (“SALS”) that allowed them to use the internet for 
personal purposes on their work computers, an activity that is specifically prohibited by the 
company.310 The petitioner then made its request under the Freedom of Information Law to 
SALS for the identification numbers issued by SALS to the petitioner’s employees to access 
their online library service.311 This request was denied on the basis that this information was 
considered confidential under the state’s library patron privacy law.312 The court agreed and 

304	 Id.
305	 N.Y. C.P.L.R. 4509 (McKinney 2025).
306	 Id. The New York Public Library, which serves as the public library system for the New York City area, collects 

patron information in three ways: “(1) [d]irectly from [the patron], (2) [f]rom automatically collected network 
logs, and (3) [t]hrough cookies.” The New York Public Library Privacy Policy, N.Y. Pub. Libr. (Sept. 2021), https://
www.nypl.org/help/about-nypl/legal-notices/privacy-policy. The New York Public Library website further 
specifies that there are other parties, such as third-party vendors and websites, outside of the library’s circula-
tion system where “[a patron’s] information would be retained or deleted under different guidelines.” Id.

307	 N.Y. C.P.L.R. 4509 (McKinney 2025).
308	 The New York Public Library Privacy Policy, N.Y. Pub. Libr. (Sept. 2021), https://www.nypl.org/help/about-nypl/

legal-notices/privacy-policy.
309	 The Supreme Court in Saratoga County, New York is a trial level court. See Structure of the Courts, NYCourts.gov, 

https://ww2.nycourts.gov/courts/10jd/suffolk/structure.shtml (last visited Nov. 5, 2025).
310	 See Quad/Graphics, Inc. v. Southern Adirondack Library System, 664 N.Y.S.2d 225, 226 (Sup. Ct. 1997).
311	 Id.
312	 Id.
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determined that if it were to allow disclosure of this information to the petitioner, there 
would be a risk of opening a door to similar requests being made.313

An example of a similar request that could arise may include cases in which a parent 
seeks to learn what their child was viewing.314  This case suggests that patron privacy extends 
to digital services associated with the library and that permitting what appears to be narrow 
access to confidential patron information may actually be a slippery slope to granting broader 
access to even more personal information. Under the logic of this holding, patron interactions 
with an AI system operated by and for the use by the patrons of a New York library system as 
part of a library service are more likely to be considered private, similar to the determination 
by the court that the use of the library feature through Southern Adirondack Library System 
by petitioner employees was private.

North Carolina
In North Carolina, libraries may not disclose library records that identify “a person 

as having requested or obtained specific materials, information, or services, or as otherwise 
having used the library.”315 “Library records” are any “document, record, or other method 
of storing information retained by a library that identifies a person as having requested or 
obtained specific information or materials from a library” and excludes nonidentifying mate-
rials “that may be retained for the purpose of studying or evaluating circulation of library 
materials in general” from protection.316 In considering the evolving breadth and growing 
importance of digital technology in the library space, the implications of this provision depend 
on the data minimization policies that a library has in place. However, under the statute, if a 
library stores on a server, for example, information pertaining to a patron’s use of a computer 
or interaction with certain websites, such as ChatGPT, this information may nonetheless be 
considered confidential if it “identifies a person as having requested or obtained specific infor-
mation or materials from a library.”317

The statute permits the disclosure of confidential patron information “(1) when neces-
sary for the reasonable operation of the library; (2) upon written consent of the user; or (3) 
pursuant to subpoena, court order, or where otherwise required by law.”318

North Dakota
North Dakota does not specify what types of materials fall under library records.319 A 

library record is “any record maintained or received by a library receiving public funds, which 
provides a library patron’s name or information sufficient to identify a patron together with 
the subject about which the patron requested information.”320 Such information is considered 

313	 Id.
314	 Id.
315	 N.C. Gen. Stat. § 125‑18(2) (2024).
316	 N.C. Gen. Stat. § 125‑19(a) (2024).
317	 Id.
318	 Id. at § 125‑19(b).
319	 N.D. Cent. Code § 40-38-12 (2024).
320	 Id.
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private and not part of the public records disclosure requirements.321 Library records may be 
disclosed through a court order or a subpoena.322

Ohio
Ohio is one of the few states with a detailed law on library privacy.323 A library record 

includes information that (a) is necessary to use library services or borrow materials, (b) 
“identifies an individual as having requested or obtained specific materials or materials on a 
particular subject,” and (c) is provided by an individual to assist a librarian in answering “a 
specific question or provide information on a particular subject.”324 Library record does not 
include information that is nonidentifying and retained for the purpose of studying or evalu-
ating the use of a library.325

Ohio also takes care to distinguish “patron information” from library record.326 The 
statute recognizes the difference between the information a patron seeks and the informa-
tion that identifies the patron as an individual. However, the line between the two is blurry. 
Patron information is “personally identifiable information about an individual who has used 
any library service or borrowed any library materials.”327 Patron information is relevant where 
a library has to document improper use of the internet at the library and does not include the 
age or gender of the patron.328

Ohio allows disclosure if the record or information pertaining to a minor is requested 
by the parent, guardian, or custodian329 or generally where there is a subpoena, search war-
rant, or other court order.330 Library record or patron information may also be released upon 
the request or with the consent of the patron.331 Without further detail on what request or 
consent looks like, AI companies may argue that a patron has agreed to disclose their confi-
dential information by agreeing to their terms. Finally, library records may be released for 
administrative library purposes.332 This includes establishment of a system to manage the 
records, assistance in transfer of records from one system to another, compilation of statistical 
data on library use, and collection of fines and penalties.333 While a library must do its best to 
ensure that the records are only used for library purposes, there is a danger that the records, 
which includes identifying information, are unwittingly disclosed to AI companies if security 
is not great.

Oklahoma
In Oklahoma, records in a library are confidential when they indicate “which of its 

documents or other materials, regardless of format, have been loaned to or used by an iden-

321	 Id.
322	 N.D. Cent. Code § 40-38-12 (2024).
323	 Ohio Rev. Code Ann. § 149.432 (West 2024).
324	 Id. at § 149.432(A)(2)(a)-(c).
325	 Id. at § 149.432(A)(2).
326	 Ohio Rev. Code Ann. § 149.432(A)(3) (West 2024).
327	 Id.
328	 Ohio Rev. Code Ann. § 149.432(B)(5) (West 2024).
329	 Ohio Rev. Code Ann. § 149.432(B)(1) (West 2024).
330	 Id. at § 149.432(B)(2)(a).
331	 Id. at § 149.432(B)(3).
332	 Ohio Rev. Code Ann. § 149.432(B)(4) (West 2024).
333	 Id.
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tifiable individual or group.”334 Registration information “includes any information required 
of a minor in order to become eligible to borrow books, utilize library services, and other 
materials.”335 Records of minor patrons are protected separately in the statute.

Under this law, library patrons may disclose confidential patron information to “(1) 
persons acting within the scope of their duties in the administration of the library; (2) persons 
authorized to inspect such records, in writing, by the individual or group; or (3) by order 
of a court of law.”336 The same permissions for disclosure are applicable when the patron is 
a minor.337 Additionally, libraries or librarians must immediately report to appropriate law 
enforcement any suspicious requests for the records of minors if the library or librarian is led 
to believe these requests are indicative of criminal intent.338 The Oklahoma Attorney General 
found in a nonbinding opinion that the privacy statute fulfills its legislative purpose by holding 
confidential registries showing which computers have been assigned to identifiable individ-
uals. Libraries may not disclose these registries without a court order (or one of the other 
disclosure exceptions in section 1-105(A)), even if an individual is using the computer for an 
illegal purpose.339 Libraries, if protecting computer use registries,340 as consistent with the 
Attorney General opinion, and deleting data related to the patron’s exact use of the computer 
once the patron logs out, can broaden the scope of the protections they can afford to patrons. 
These protections likely would not extend to the information that has been inadvertently 
transmitted to third parties by the patron’s use of the websites or programs themselves.

Oregon
Oregon mentions library records among other public records that are exempt from 

disclosure.341 Library records include “circulation records, showing use of specific library 
material by a named person,” “the name of a library patron together with the address or tele-
phone number of the patron,” and “the electronic mail address of a patron.”342 Unlike other 
states, Oregon does not use the word “identifiable” when referring to library records. By not 
using the word “identifiable,” Oregon may limit what records are protected under the stat-
ute, because the current law only includes explicit mention of personal information by either 
name, address, telephone number, or email address.343 When only limited data is needed to 
reidentify a patron,344 it is better to have a broader definition. Third parties may also sell or 
otherwise disclose library records with the argument that the statute is very clear in what 
limited information is protected.

334	 Okla. Stat. tit. 65, § 1-105(A) (2024).
335	 Id. at § 1-105(C).
336	 Id. at § 1-105(A)
337	 Id. at § 1-105(C).
338	 Id. at § 1-105(D).
339	 Okla. Op. Att'y Gen. No. 05-19 (2005).
340	 Computer use registries are registries that document which patrons are using a particular computer terminal 

and when. See generally Library Privacy Guidelines for Public Access Computers and Networks, ALA, https://
www.ala.org/advocacy/privacy/guidelines/public-access-computer (last visited Nov. 9, 2025).

341	 Or. Rev. Stat. § 192.355 (2023).
342	 Id. at § 192.355(23)(a)-(c).
343	 Id.
344	 See De-Anonymization: What It is, How It Works, How it’s Used, Investopedia (Oct. 15, 2022), https://www.

investopedia.com/terms/d/deanonymization.asp.
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Pennsylvania
Under Pennsylvania law, records relating to the “circulation of library materials 

and contain[ing] the names or other personally identifying information of the users of the 
materials shall be confidential and may not be made available to anyone except by a court 
order in a criminal proceeding[.]”345 The Helen Kate Furness Free Library in Wallingford, 
Pennsylvania, includes “patron records, circulation records, patron requests for information, 
materials on hold or requested through interlibrary loan, program registrations, wireless 
access and computer use records, and any record that can be used to identity, directly or 
indirectly, any library user, or link any user to a library transaction” in its definition of con-
fidential records.346 This policy notably protects computer use although it is unclear as to 
whether this protection extends to information transmitted to third parties, such as data bro-
kers and companies such as OpenAI or Microsoft. By narrowing access to these records only 
in circumstances where there is a court order as part of a criminal proceeding, Pennsylvania 
heavily restricts the opportunities in which the records are accessible and prevents access in 
civil cases. Such limitations indicate the legislative intent to protect library patron privacy 
outside of an active criminal case. Because of this, it may be found to be more permissible for 
libraries and librarians to share information with law enforcement who request patron-related 
information in connection with a criminal case.

Rhode Island
Rhode Island’s patron library privacy law is located within Rhode Island’s criminal 

code.347 Violations of the library patron privacy statute are a misdemeanor.348 Anyone who 
violates this provision, including firms, individuals, or corporations, will be fined no more 
than one thousand dollars per violation, by imprisonment of no more than six months, or 
both.349 Any individual who has been harmed because of a violation of these provisions may 
bring a civil action against the violator for damages, reasonable attorneys’ fees, and court 
costs.350 Despite this, the potential fines and imprisonment may not be enough to deter data 
brokers or large companies.

Library records that “by themselves or when examined with other public records, 
would reveal the identity of the library user requesting, checking out, or using any library 
materials” are defined as non-public records.351 While patron interactions with artificial 
intelligence in the library by themselves may not be classified as non-public records, affected 
patrons in a litigation may be able to argue that in connection with other public records, as 

345	 24 Pa. Cons. Stat. § 9375 (2024).
346	 Patron Privacy & Confidentiality Policy, The Helen Kate Furness Free Libr. (July 2024), https://www.hkflibrary.

org/wp-content/uploads/2024/09/Patron-Privacy-Confidentiality-Policy-1.pdf.
347	 See generally 11 R.I. Gen. Laws § 11-18-32 (2024).
348	 11 R.I. Gen. Laws § 11-18-32(c) (2024). In Rhode Island, it is unlawful for “any person to reveal, transmit, 

publish, or disseminate in any manner, any records which would identify the names and addresses of individuals, 
with the titles or nature of video films, records, cassettes, or the like, which they purchased, leased, rented, or 
borrowed, from libraries [...] whether or not the identities and listings are kept in a remote computing service 
or electronic storage or the disclosure is made through or by a remote computing service.” Id. at § 11-18-32(a) 
(2024). Records related to confidential transactions will only be released through a written waiver. Id. at § 
11-18-32(b).

349	 Id. at § 11-18-32(c).
350	 Id. at § 11-18-32(d).
351	 38 R.I. Gen. Laws § 38-2-2(4) (2024).

https://www.hkflibrary.org/wp-content/uploads/2024/09/Patron-Privacy-Confidentiality-Policy-1.pdf
https://www.hkflibrary.org/wp-content/uploads/2024/09/Patron-Privacy-Confidentiality-Policy-1.pdf
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stated within the statute, the data from the interaction with AI may reveal the identity of “the 
library user requesting, checking out, or using any library materials” and, thereby, should 
be considered non-public records.352 By classifying library records as non-public records, the 
statute further restricts public access through a Freedom of Information Act request.

South Carolina
In South Carolina, personally identifiable records related to circulation records, or 

“all information which identifies the patrons borrowing particular books and other materials” 
and registration records, or “any information which a library requires a patron to provide in 
order to become eligible to borrow books and other materials,” are confidential.353 Such con-
fidential information does not include “nonidentifying administrative and statistical reports 
of registration and circulation.”354

Libraries may not disclose confidential patron records “except to persons acting within 
the scope of their duties in the administration of the library or library system or persons 
authorized by the library patron to inspect his records, or in accordance with proper judicial 
order upon a finding that the disclosure of the records is necessary to protect public safety, 
to prosecute a crime, or upon showing of good cause before the presiding Judge in a civil 
matter.”355 Libraries should evaluate their policies concerning data minimization. If South 
Carolina libraries have such policies, they can minimize the potential effect that this provi-
sion may have on law enforcement going to libraries to request patron conversations with AI 
chatbots or internet search queries.

Any person who is convicted of violating Section 60-40-10 will be fined no more than 
five hundred dollars or imprisoned for no more than thirty days for a first offense, no more 
than one thousand dollars or imprisoned for no more than sixty days for a second offense, and 
fined no more than two thousand dollars or imprisoned for no more than ninety days for the 
third or any subsequent offense.356

South Dakota
Like its northern counterpart, South Dakota has a short library privacy law.357 South 

Dakota requires that all public library records containing “personally identifiable informa-
tion” remain confidential.358 The statute defines personally identifiable as “any information 
a library maintains that would identify a patron.”359 Courts have yet to provide case law on 
the statute, so it is unclear how its minimal language would hold up in a scenario involving a 
third-party AI company.

South Dakota allows disclosure if there is a court order or request from the parent of 
a minor under 18.360 Library officers or employees maintaining a check out system do not 

352	 Id.
353	 S.C. Code Ann. § 60-4-20 (1985).
354	 Id. at § 60-4-10.
355	 Id.
356	 Id. at § 60-4-30.
357	 S.D. Codified Laws § 14-2-51 (2024).
358	 Id.
359	 Id.
360	 Id.
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violate the section.361 The statute does not include language pertaining to third-party con-
tractors, suggesting the legislature either did not consider third parties or intended to allow 
records in the possession of third parties to be subject to disclosure. South Dakota’s law thus 
presents a significant danger to patron privacy when involving a third party absent amend-
ment or guidance from courts.

Tennessee
Under Tennessee law, confidential library records are “document[s], record[s], or 

other method[s] of storing information retained by a library that identif[y] a person as having 
requested or obtained specific information or materials from such library.”362 Libraries or 
librarians may disclose confidential library records with consent from the library patron, in 
response to a court order, or when being used “to seek reimbursement for or return of lost, 
stolen, misplaced or otherwise overdue library materials.”363

In a nonbinding 1988 Tennessee Attorney General opinion, the Attorney General 
found that the circulation procedure in which library patrons must sign a card that is put in the 
book after it is returned is a form of disclosure prohibited under the statute.364 By examining 
the card, anyone could discover who has requested or obtained information from that specific 
book. As a result, this information qualifies as a protected library record.365

Since this Attorney General opinion, there have been significant developments in 
technology, most recently in the sector of artificial intelligence. Several states have adapted 
their patron privacy laws to include computer use registries as part of confidential records.366 
While computer use registries can generally be interpreted as a confidential record under 
existing state patron privacy laws, states should consider including explicit language pertain-
ing to computer use to ensure utmost patron protection.

Texas
In Texas, a record that “identifies or serves to identify a person who requested, 

obtained, or used a library material or service” is confidential and is excepted from the 
requirements of the state’s “Right of Access to Certain Information” section unless it is dis-
closed (1) because “the library or library system determines that disclosure is reasonably nec-
essary for the operation of the library or library system and the record is not confidential 
under other state or federal law;”367 (2) under Section 552.023, which pertains to the special 
right of access of confidential information by an authorized representative;368 or (3) to law 
enforcement or a prosecutor at the presentation of a court order or subpoena.369 The statute 
provides a specific procedure for what law enforcement or a prosecutor must show a district 
court in order to obtain a subpoena. This information includes “(A) disclosure of the record 
is necessary to protect public safety; or (B) the record is evidence of an offense or constitutes 

361	 Id.
362	 Tenn. Code Ann. § 10-8-101(2) (2024).
363	 Tenn. Code Ann. § 10-8-101(b) (2024).
364	 Tenn. Op. Atty. Gen. No. 88-203.
365	 Id.
366	 See e.g., Okla. Op. Att'y Gen. No. 05-19 (2005).
367	 Tex. Gov’t Code Ann. § 552.124 (2011).
368	 See Tex. Gov’t Code Ann. § 552.023 (2011).
369	 Tex. Gov’t Code Ann. § 552.124 (2011).
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evidence that a particular person committed an offense.”370 Instituting a specific procedure 
places additional restrictions on law enforcement and prosecutors for obtaining a subpoena 
and gives additional assurances to patrons about the confidentiality of their information. As is 
generally the case with provisions with an explicit procedure for obtaining a judicial record, 
libraries should evaluate their policies concerning data minimization. In doing so, libraries 
can mitigate extremely broad law enforcement access to libraries to patron interactions with 
artificial intelligence or internet search queries.

A nonbinding 2024 Texas Attorney General open letter ruling notes that “only names, 
addresses, and other information specifically identifying library patrons may be withheld 
under [the section of the Texas Code pertaining to the confidentiality of library records.]”371 
Patron interaction with AI and other newly developed technologies may also classify as “infor-
mation specifically identifying library patrons.” Despite this, however, this information is 
not always within library control. This is particularly true if the technology with which the 
patron is engaging is provided by an unregulated third party, such as an AI company. Texas, 
notably, is one of four states that have signed state AI governance legislation.372

Utah
In Utah, library records are “records of publicly funded libraries that when examined 

alone or with other records identify a patron.”373 Utah provides multiple ways to access library 
records. As a private record,374 a library record may be disclosed upon request by the patron, 
the parent or legal guardian of an unemancipated minor, the legal guardian of a legally inca-
pacitated individual, any other individual with a power of attorney or notarized release from 
the patron.375 Additionally, library records can be accessed through court order or legislative 
subpoena.376 The law requires the court to limit disclosure of records in order to protect 
privacy interests.377 The interests favoring access must be greater than or equal to the inter-
ests favoring privacy.378 These specific requirements for court order ensure law enforcement 
does not abuse their request for information. Legislative subpoena is a special concern in the 
current political climate where libraries have become a partisan battleground. Legislators 
may infringe upon patron privacy by requiring disclosure of library records to advance their 
own political agenda. Before releasing library records, Utah requires the governmental entity 
to obtain evidence of the requester’s identity.379 Such a requirement ensures that records are 
only released when given direct permission by the patron. Unlike other states, Utah also 
allows library records to be disclosed for research purposes if the research cannot reasonably 
be accomplished without disclosure and the value of the research is greater than or equal to 
privacy.380

370	 Tex. Gov’t Code Ann. § 552.124(3) (2011).
371	 Texas Attorney General Open Records Letter Ruling, OR2024-24268 (July 12, 2024).
372	 David Botero & Cobun Zweifel-Keegan, US State AI Governance Legislation Tracker, iapp25 (Oct. 6, 2025), https://

iapp.org/resources/article/us-state-ai-governance-legislation-tracker/#state-ai-governance-law-map.
373	 Id. at § 63G-2-302(1)(c).
374	 Id. at § 63G-2-302(1).
375	 Id. at § 63G-2-202(1)(a)(i)-(iv)(B).
376	 Id. at § 63G-2-202(1)(a)(v)(A)-(B).
377	 Utah Code Ann. § 63G-2-202(7)(c) (West 2024).
378	 See id. at § 63G-2-202(7)(d).
379	 Id. at § 63G-2-202(6).
380	 Id. at § 63G-2-202(8)(a)(i), (ii)(B).

https://iapp.org/resources/article/us-state-ai-governance-legislation-tracker/#state-ai-governance-law-map
https://iapp.org/resources/article/us-state-ai-governance-legislation-tracker/#state-ai-governance-law-map


78	 The Political Librarian	 July 2026

Vermont
In Vermont, a library patron’s registration and transaction records are confidential.381 

Within the statute, “registration records” are “library records that contain information a 
library patron must provide in order to be eligible for borrowing privileges at the library.”382 
Similarly, “transaction records” are “library records that contain names or other personal 
identifying information that discloses an individual’s activities within a library, including the 
materials that have been viewed in print or electronic form, research questions posed, mate-
rials in any format that the patron has requested through interlibrary loan or has borrowed, or 
any other library service or consultation that the person has requested.”383

If Vermont libraries record and maintain data pertaining to patron interaction with AI, 
either on library computer terminals or on personal devices linked to library Wi-Fi, parties in 
a litigation may argue that this documentation, if it contains personal identifying information, 
classifies as “transaction records.” Despite this, however, this provision is not broad enough to 
restrict the private AI companies from further disclosing this information, unless otherwise 
negotiated in a contract between the company and the library.

Statistical records “pertaining to the patronage, circulation activities, and use of any 
service or consultation the library provides” are not considered to be confidential information 
for which disclosure is prohibited, unless they contain the names of patrons or other person-
ally identifiable information.384 Library officers, employees, and volunteers are not permitted 
to disclose confidential information unless authorized by other provisions of law or (1) with 
written permission of the library patron, (2) to officers, employees, volunteers, and agents of 
the library as necessary for the operation of the library, (3) in response to the presentation of a 
judicial order or warrant, (4) to parents or guardians of patrons under twelve years of age, or 
(5) to the parents or guardians of a student, “in accordance with the federal Family Education 
Rights and Privacy Act, by the library at the school the student attends.”385 Notably, Vermont 
gives aggrieved patrons a private right of action. Under the statute, any library patron whose 
confidential patron information has been disclosed, unless permitted under the statute, may 
bring a civil action against the library that disclosed the records.386 This opportunity gives 
patrons a role in the enforcement of their privacy rights.

Virginia
Virginia lacks a dedicated library patron privacy statute. Instead, patron protections 

are included in a title of the Virginia Code pertaining to the administration of government. 
Under this statute, “information contained in library records that can be used to identify (i) 
both (a) any library patron who has borrowed or accessed material or resources from a library 
and (b) the material or resources such patron borrowed or accessed or (ii) any library patron 
under 18 years of age” must be redacted from public records.387 In interpreting the statute as 
written, it is likely to the library and library system’s benefit to have data minimization poli-
cies in order to prevent having this information from patron interaction with digital services, 

381	 Vt. Stat. Ann. tit. 22, § 172(a) (2025).
382	 Vt. Stat. Ann. tit. 22, § 171(2) (2025).
383	 Vt. Stat. Ann. tit. 22, § 171(3) (2025).
384	 Vt. Stat. Ann. tit. 22, § 172(c) (2025).
385	 Vt. Stat. Ann. tit. 22, § 172(b) (2025).
386	 Vt. Stat. Ann. tit. 22, § 173 (2025).
387	 Va. Code Ann. § 2.2-3705.7(3) (2025).
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such as artificial intelligence programs, in the first instance. Access to a minor child’s records 
“shall not be denied to the parent, including a noncustodial parent, or guardian of such library 
patron.”388 The express inclusion of a parent’s access to a minor child’s records may influence 
a minor child’s trust in the library and may dissuade them from checking out books they 
otherwise would.

Washington
Washington exempts disclosure of library records if the primary purpose of the 

record is “to maintain control of library materials, or to gain access to information,” and the 
record “discloses or could be used to disclose the identity of a library user.”389 Washington is 
unusual in that it acknowledges that some library records may have a different purpose than 
above and thus may not be covered by the statute. Washington also does not specify how law 
enforcement can access the records, making it difficult to determine when law enforcement 
have stepped out of line. In State v. Hilton, the court ruled that the statute “does not create a 
privilege, let alone a privilege exempt from judicial process,” relying on Brown from Iowa.390 
This shows that disclosure of library records is not prohibited when it involves judicial pro-
cess. Relying on the Constitution, Hilton court found that subpoena allows the disclosure of 
library records.391

West Virginia
In West Virginia, “[c]irculation and similar records of any public library in this state 

which identify the user of library materials are not public records but shall be confidential 
and may not be disclosed[.]”392 Libraries may disclose confidential records to library staff “in 
the ordinary course of business.” Library staff includes “paid employees and unpaid volun-
teers upon completing a written confidentiality agreement which shall prevent disclosure of 
circulation records, personal information, and similar records of any public library except 
to the extent allowed under [the statute] and obtaining written permission from the library 
director of the library system wherein he or she will be working.”393 It is unclear whether this 
provision extends to individuals or services contracted to work with the library, such as if a 
library contracts with a specific service to provide a vetted artificial intelligence program to 
their patrons. If this type of disclosure is permitted, the requirement of a written confidenti-
ality agreement may help mitigate privacy concerns. This statute also permits disclosure with 
written consent from the affected patron or written consent from a minor patron’s parent or 
guardian or when presented with a court order or subpoena.394 Disclosure, whether autho-
rized or unauthorized, does not destroy the confidentiality of the record.395

388	 Id.
389	 Wash. Rev. Code § 42.56.310 (2024).
390	 State v. Hilton, 261 P.3d 683, 694 (Wash. Ct. App. 2011) (citing Brown v. Johnston).
391	 Id.
392	 W. Va. Code § 29-1-8c(j)(1) (2024).
393	 Id. at § 29-1-8c(j)(1)(A).
394	 Id. at § 29-1-8c(j)(1)(B)-(C).
395	 Id. at § 29-1-8c(j)(2).
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Wisconsin
Wisconsin provides extensive detail on what constitutes a library record and how it 

can be disclosed.396 Library records of a public library system may not be disclosed if it indi-
cates “the identity of any individual who borrows or uses the library’s documents or other 
materials, resources, or services.”397 Including resources and services suggests that third-
party vendors’ services might fall under the patron protection statute. However, the statute 
does not affirmatively include third-party contractors or vendors. In Wisconsin, a library 
may disclose records in response to a court order, where a person is acting within the scope 
of their duties in the administration of the library system, or where the person is authorized 
by the patron to inspect such records.398 Custodial parents or guardians may also access “all 
library records relating to the use of the library’s documents or other materials, resources, or 
services,”399 potentially infringing on the child’s right to receive information.

Libraries may also disclose the patron’s identity to another library for interlibrary 
loans.400 Such an exception may give access to third parties if the libraries rely on AI companies 
or other third-party vendors to conduct interlibrary loans. Like other states, Wisconsin has 
a way for law enforcement to bypass court order if it involves criminal conduct.401 However, 
this access is limited to conduct alleged to have occurred at a public library, and the library 
may only disclose records pertinent to the conduct produced by a surveillance device.402 A 
library may also disclose records from a surveillance device if it requests the assistance of a 
law enforcement officer.403

Finally, a library may provide information about delinquent accounts or the number 
and type of overdue materials.404 This information is limited to the name, contact informa-
tion, and the amount owed.405 Unlike other states with similar laws on delinquent accounts, 
Wisconsin may report this information not only to a collection agency but also to law enforce-
ment, but only if the value of the delinquent account is at least fifty dollars.406

Wyoming
Wyoming has one of the simplest library privacy laws, listing library records among 

other public records that the custodian may deny the right of inspection, unless provided 
by law.407 The statute does not define what is considered “library patron transaction” and 
“registration records,”408 making it difficult to determine what is protected by the privacy 
law. Vague language provides an opening for third parties to access patron records without 
worrying about violating the statute. Unlike other states, Wyoming does not require that the 
information has to be identifiable to the patron and does not include court order as a way to 

396	 Wis. Stat. § 43.30 (2024).
397	 Id. at § 43.30(1)(m).
398	 Id.
399	 Wis. Stat. § 43.30(4) (2024).
400	 Id. at § 43.30(2)-(3).
401	 Id. at § 43.30(5)(a).
402	 Id.
403	 Id. at § 43.30(5)(b).
404	 Id. at § 43.30(6)(a)(1)-(2).
405	 Wis. Stat. § 43.30(6)(b) (2024).
406	 Id. at § 43.30(6)(c)(2).
407	 Wyo. Stat. Ann. § 16-4-203 (2024).
408	 Id. at § 16-4-203(d)(ix).
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allow disclosure. Instead, disclosure is allowed when it is required for administration of the 
library or requested by a custodial parent or guardian of his minor child.409 Not including 
court order means that it is easier for libraries to check abuse by law enforcement, because 
libraries can decide on their own, without relying on courts, whether to disclose records. 
This discretion can be a disadvantage if there are laws such as the Patriot Act, which allowed 
law enforcement to access the records without due process.410

Conclusion
Artificial intelligence has brought many benefits to libraries and their patrons, from 

increasing productivity to improving services. However, AI has also revealed how existing 
privacy laws are vulnerable to access by law enforcement and third parties. Forty-eight states 
protect patron confidentiality through statutes, with most requiring a court order for disclo-
sure. While these statutes have been adequate before the digital age, advancing technology 
means that they are no longer up to task when facing AI and third-party doctrine. The prac-
ticality and convenience of AI means that it is increasingly ubiquitous in our lives and that it 
is harder to remove ourselves from its influence. Libraries have not been an exception to this 
rule, with AI changing not only how libraries operate but transforming where their privacy 
laws stand. This Memorandum is a starting point for organizations who are zealous about 
helping libraries be proactive against the new challenges, allowing libraries to not only sur-
vive but thrive in the AI boom.

A formatted, state-by-state version is of this paper is available at https://www.
everylibraryinstitute.org/state_level_library_patron_privacy_laws_ai
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